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United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure, 
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information when the consultation is finished. 
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Director, Office of Information Policy, U.S. Department of Justice,1425 New York Ave., NW, 

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days 
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O The enclosed material is from the main investigative file(s) in which the subject(s) of your request was 
the focus of the investigation. Our search located additional references, in files relating to other 
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Because of our significant backlog, we have given priority to processing only the main investigative file(s). 
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If you want the references, you must submit a separate request for them in writing, and they will be 
reviewed at a later date, as time and resources permit. 


& See additional information which follows. 


The enclosed documents contained in sections 2 and 4 of FBI Headquarters file 65-HQ-74480 
represent the first interim release of information responsive to your Freedom of Information Act (FOIA) 
request. 


To minimize costs to both you and the FBI, duplicate copies of the same document were not 
processed. 


No fee is being assessed at this time. When the second interim release is made in this case, you will 
be billed for the $5.00 fee associated with this first release as well as the $15.00 duplication fee for the 
second release for a total of $20.00. Each subsequent release will be made at a cost of $15.00 per CD. 
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waived and they too were allowed to leave their country o£ 

detainment and return to the Soviet Union: ‘Thus, [ 1] 
[ | «shared. the. same. fate. (although,...of.course,. О ин ~ ~ = = 
[ — still stand) as the other Soviets arrested since the 
early 1960s. But the outcome of the тазе was 
different in one sense. 
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Despite the arrest and conviction of the two Soviet 
operatives and the impending SALT ratification debate, during 
the past year the large complement of United States-based 
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The Soviet official presence continues to be greatly 
augmented by large numbers of Soviets visiting the United states 
as tourists, as well as under the East West Exchange Prograii: 
(EWEP). During the last six months of 1978 and first six months 
of 1979, 2,359 Soviet tourists visited the United States. Under 
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the EWEP, 5,636 Soviets in commercial, scientific, technical, 


In addition 
there are (as of early May, 1979) currently 43 Soviet 
graduate/research students studying at 29 universities located 
in 24 PBI field divisions. 


During the last six months of 1978 and first thrée 
months of 1979, 1,090 Soviet merchant vessels, which have access. 
to 40 deep-water ports in the United States, docked in American 
ports, These port calls afforded repeated shore privileges to 

(Ul 26,861 Soviet seamen, (8) 


' Since the official United'Ststes recognition of Chinap 77 
diplomatic relations between the two nations have continued to 
improve. Ап American-Chinese trade agreement has been settled 
and awaits approval by the United States Senate. The People’s 
Republic of China (PRC) also hopes to be granted most-favored- 
nation (MEN) status. The opening of two PRC Consulates, one each 
“in San Francisco, California, and Houston, Texas, is imminent. 
The rationale for choosing San Francisco as a Consulate site is 
obvious--this city has the largest population of overseas. 
Chinese in the United States, and its location will give the PRC. 
a base on the west coast of the United States. The choice 9Ж 
Houston reflects the PRC's interest in acquiring oil exploration 
and production-related technology. The opening of four further 
PRC Consulates has been agreed upon; two of these four will 
probably open within the next year. (0) 
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Overall, 
a total of 36 suspected EGIS agents have been uncovered in West 
Germany. Of these, 10 have been arrested, judicial enquiries 
have been instigated against 13, and the remaining 13 have 
managed to escape to East Germany. 
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The arrests that followed th defection helped . 
to illustrate the degree to whi 


Within the past decade a number of other East 
German agents have been arrested in the FRG, some of whom had 
manuevered themselves into very sensitive positions. The most 
notorious of these was most probably Gunter Guillaume, longtiié — 
former aid to German Chancellor Willy Brandt. The publicity - 
surrounding Guillaume's arrest forced the resignation of Brandt, 
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It has often been stated by observers of the inter- 
national scene that former President Richard Nixon 16 held ii 
much higher esteem overseas--including the Soviet Union--than in 
the United States, and that many Europeans could not quite 
understand how Americans could drive a seemingly effective chief 
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the "Review," During the first five months of 1979, a largé 
number of new targets have been detected. Listed below are those 
which are most significant, with emphasis upon items which 


indi in the targeting strategy of the respectiv| — | 
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Below are three photographs depicting the type of 
paraphernalia and instructions which the asset received from thé. 
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Ambassador Anatoly F. Dobrynin, to await their trial, which was 
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The arrest of thesé 
individuals came, however, at a time when relations Between the 
United States and the Soviet Union were strained. There was thüs 
some concern that the arrests and trial of the two spies might 
place further strain on U.S.-Soviet relations. Therefore, the 

- decision to arrest the Soviets was by no means a cut-and-dried 

affair, but involved the consideration of highly complex issues, 
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COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE 
UNITED STATES, SEPTEMBER 1, 1979 ITED STATES, SEPTEMBER 1, 1979 







Country : Officials 






USSR 1,217 
PRC 239 
Poland 287 
GDR 77 
Czechoslovaki 98 






15) бића ned m e ..A00 = 






North Korea 12 
Yugoslavia 154 
Albania 12 
Mongolia 10 





Total 2,428 





NOTE: Officials is a generic designation. used by the FBI for 
practical operational convenience and should not be confused 
with diplomatic designations. ` 
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In addition 
there are (as of early May, 1979) currently 43 Soviet 
graduate/research students studying at 29 universities located 
in 24 FBI field divisions. 


During the last six months of 1978 and first three 
months of 1979, 1,090 Soviet merchant vessels, which have access 
to 40 deap-water ports in the United States, docked in American 
ports, These port calls afforded repeated shore privileges to 

(7) —26,861 Soviet seamen. - | 


diplomatic relations between the two nations have continued to 
improve. An American-Chinese trade agreement has been settled 
and-awaits approval by the United States Senate. And, within the | 
near future, the People's Republic of China (PRC) will probably. 
be granted most-favored-nation (MEN) status. The opening of ‘two 
PRC Consulates, one each in San Francisco, California, añd 
Houston, Texas, is imminent. The rationale for choosing Зап. 
Francisco as a Consulate site is obvious--this city has the 
largest population of overseas Chinese in the United States, and 
its location will give the PRC a base on the west coast of the 
United States. The choice of Houston reflects the PRC's interest 
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The opening of four further PRC Consulates has been agreed upon; 
two of these four will probably open within the next year. (8) 





Since January, PRC official presence has increased 
somewhat. There are now 234 PRC officials stationed in the 
United States, as opposed to 188 at the beginning of 1979. 
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In| — [еһе Bast German intelligence 


services (EGIS) were dealt a damaging blow whe 


in acquiring oil exploration and production-related technology. . 
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An immediate result of 








Overall, a total of 36 suspected EGIS 
agents have been uncovered in West Germany. Of these, 10 haye- 
been arrested, judicial enquiries have been instigated against 
15, and the remaining 135 have managed to escape to Fast Germany 









trate the degree to which 


Within the past decade a number of other Bast 
German agents have been arrested in the FRG, some of whom had’ 
manuevered themselves into very sensitive positions. The most 
notorious of these was most probably Gunter Guillaume, longtime 
former aid to German Chancellor Willy Brandt, The publicity 
surrounding Guillaume's arrest forced the resignation of the 
- embarrassed Brandt. 
—SBGREE—- 
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On the diplomatic front, the Czechs appeared to te 
making some steps toward improving the stagnant relations with 
the United States. In February of this year, the 


three influential U.S. Congressmen, Senator Frank Chusch;, 
Chairman of the Senate Foreign Relations Committee, Senator 
Caliborne Pell, and Representative Clément Zablocki, Chairman of 
the House Foreign Affairs Committee. 
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Scientific and Technical Intelligence 
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Adetailed listing of — |) 


— [LL] targeting was contained in the January, 1979,. issue of 


the "Summary." During the first five months of 1979, a large 
number of new targets have been detected. Listed below are those 
which are most significant, with emphasis upon items which 
indicate à shift in the targeting strategy of the respective 
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Aircraft Surveillances 


As previously reported, the San Francisco Division has 
made successful use of aircraft surveillance in affording 
physical coverage of Soviet intelligence officers. Within thé 


«бда 
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past year, San Francisco has continued to make good use of aerial 
surveillance of particulary active KGB officers on both covert 
and overt missions without the subjects becoming aware of such 


coverage. TS | 
SF SPIAs, 3/79, p.15; 11/78, p.18 
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APPENDIX 
COMMUNIST COUNTRY OFFICIAL PRESENCE IN THR 
UNITED STATES, JUNE 9, 1979 


Country Officials 
USSR 1222 Бі 
РЕС 234 

Poland 271 

GDR 77 

Czechoslovakia 107 

Cuba . 84 

Hingary 78 

Bulgaria 48 

Vietnam 9 

North Korea 13 

Yugoslavia 151 

Albania 10 

Mongolia 11 

Total . 2,395 


КОТЕ: Officials is a generic designation used by the FBI fór 
practical operational convenience and should not be confused 
with diplomatic designations. 
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~ to the activities o 


INTRODUCTION 


The purpose of this publication is to afford 
_ Overview and analysis of 


This particular issue is devoted wholly i 
uring the 


latter part of 1977 through December of 1978. For purposes of 
brevity, these services will henceforth be referred to in this 


In. the 


: interest of operational and administrative security айй 
acknowledging the need-to-know principle, information is not: set 
"forth in specific, detailed, documented form. [E] 


А 











Bilateral relations between the United States and the 
People's Republic of China (PRC), after more than two decades of 
mutual hostility, have come out of the deep freeze during the. 
1970s. ^ Secret negotiations led to President Nixon's 1972 
journey to Beijing, and three months before that trip the PRC was 
admitted to the United Nations and the Republic of China 
expelled, Recognition of the PRC by most of the world's nations 
: followed these events, and with the exchange of liaison missiohs 
n April of 1973, informal relations between the United States: 
and the PRC were established. Within the past two years, 
although there have been difficult moments in 0.5. “РЫС 
relations, the basic stance of the Chinese has been. to achieve, 
full normalization of its relations with the United States, 
including the achievement of most- -favored-nation (MEN) status. 
On the night of December 15, 1978, a major step was taken in this 
direction when President Jimmy Carter announced that the United 
States would grant full diplomatic recognition to the PRC. The 
current rulers of the PRC, with Vice Premier Deng Xiaoping in the: 
forefront, recognize that China is à backward country and has 
much to gain from the West, especially the United States, in its: 
drive to modernize industry, science and ‘technology, 
agriculture, and the armed forces. It should be pointed out that 
the Chinese tilt toward the West is further stimulated by the 
PRC's profound antipathy towards the Soviet Union. (0) 
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Despite Romania's continued good relations with the 
United States (typified by the April, 1978, meatings between 
President Nicolae Céausescu of Ranania and President Carter), 


Unfortunately for the Romanians, the RIS were dealt a 


crippling blow in| _ with the defection of 


The damage that the 























Camercial, Special Exchange, Shipping, and Students 





With the onset of the period of detente between the 
United States and the Eastern European countries, there has been 
a proliferation: of commercial establishments with attendant, 
increased exchanges of students, cultural and business visitors, | 
and non-Soviet, communist country ships (these include Cuba, 
Hungary, Bast Germany, Yugoslavia, Czechoslovakia, Poland, and 
Romania) calling at U.S. ports. Since 1972, the number of 
exchange visitors entering the United States has increased 
yearly, and ‘the year 1978 has seen a continuation of this 


“SECRET 
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escalation. From January 1, 1978, through December 31, 1978, 
10,559 exchange visitors entered the United States as compared 


b1 


ые 
гга 
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Throughout the year 1978, 170 vessels from 7 non- 
Soviet commumist countries made 806 port calls in the United 
States at separate United States ports. Crew members off these 
vessels made at least 17,300 individual entries into the United 
States of varying duration, 





Analysis of Eastern Вигореап students attending aca- 
denic institutions within the United States during the last 
three years determined that roughly 170 of these students. have 
been within the United States at any one time. Of these 170 
Students, an estimated 95 percent are graduate students, 80 
percent of whom are engaged in advanced research in scientific 
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and technical fields, 





























Included below are objectives which, during the period 


under review, received the greatest amount of attention fron. the 
Dee respectiv The primary objective 
(8 OE S the collection of scientific ànd technical (S & T) 


n intelligence. The reason for this is readily discernible--all 
of these countries are plagued with economies and technological 









Two of Poland's principal natural resources are coal 
and copper, and the Poles have banked heavily upon tlie 
development of these resources tó help diminish somewhat their 
massive trade deficit. In order to enhance their па той 


“Заве. 
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UN 


ability to exploit these resources 











Within the United States and its possessions, Cuba's. 
internationalist policy has been exhibited in relation to: 
several different political groups, 
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V. DEVELOPMENTS IN COUNTERINTELLIGENCE OPERATIONS 
€ идее etii D nt e ee a e rt E A rtt Min. 


Magic Dragon 


On the night of 
federal court jury returned a 
trial of tlie United States of America vs 







an Alexandria, Va, 












The trial arose out of the alleged passage of 
material "relating to the national defense of the United States! 


The [ E] intelligence opération consisted 


essentially of the transmittal of classified 






e material, which was composed of both "Secret" arid: 
"Confidential" documents, included, but was not limit д 





Who held a "Top Secret" security 
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SERE. 


clearance, had access to the i 





[was motivated to act as an agent for the 
by his desire to gain 








was introduced in 
individual who supposedly could het 





ime with another function--as an agent for the. 


Beer, Ф. | 
Shortly after [became acquainted xu | 


ће began to pass documents to thé Evidence 
indicates that[ had made a bargain with 
У — SECRET - 
- 43 ~ 














Referral/Consult 





The successful outcome of the investigation was algo | 
les ine thé utilization of a panoply of technical 
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SERES 


The outcome of the appeals of the 

convictions, which are expected to be taken by defense counsels. 
to the U.S. Supreme Court, if necessary, could have important 
legal ramifications, Most significantly, the appeals question 
the inherent power of the President of the United States to: 
authorize warrantless, electronic surveillances of American, 
citizens in cases involving the national security, and further 
question whether the Goverment has the right to use the fruits 
of such warrantless surveillances in criminal trial proceedings; 
Тһе 0.8. Supreme Court has never ruled on the constitutionality 
of these issues. (0) 


Another unresolved legal question relating t 
[ Двгізев from a civil suit filed by 


If the defendants 
are successful in pressing their case, such a court decision 


could open a veritable Pandora's box, for other individuats 


involved in previous, unrelated electronic surveillances сӛз 
be spurred to launch similar civil suits. (0) 


Finallj; defendant ШЕН while under сгобё- 
exdinination, implicated certain other individuals as being 
prosecution team is presently considering additional action 
concerning those implicated by[ ^ | Further action must, 
however, await the outcomé of the[ — ^ ^ ^ ^ ^ ^ | 
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Counterintélligence | 


Ah ‘operation was recently launched against the 
intelligence service of an Bast European nation. The linchpin of 
the operation was an asset who has access to classified 
information, and is a native of the target intelligence 
service's country. 





Impediments to the Develo; nent of Assets 
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APPENDICES 


In relation to 
ІМ E je priorities of the FBI, based upon the degree of 
threat posed by these services to the United States, are as 
follows (as of January, 1979): 
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INTRODUCTION 


The purpose of this 
overview and analysis- 


This particular issue is devoted wholly 


ate We dorato ot А, 


latter part of 1977 through December of 1978. For purposes of 
brevity, these services will henteforth be referred to in this 


__рарег аз. Та the 


interest of operational and administrative security . and 
acknowledging the need-to-know principle, information is not зе 
forth in specific, detailed, documented form. Some of the 
material contained herein has been obtained from other elements 
of the United States intelligence comunity, as well as the: 
intelligence services of certain friendly foreign Govermments, 
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Bilateral relations between the United States and the 
People's Republic of China (PRC), after more than two decades o£ 
mutual hostility, have come out of the deep freeze during thé 
1970's. Secret negotiations led to President Nixon's 1972 
journey to Peking, and three months before that trip the PRG was 
admitted to the United Nations and the Républic o£ Ching 
expelled. Recognition of the PRC by most of the world's nations. 
followed these events, and with the exchange of liaison missions 
in April of 1973, informal relations between the United States 
and the PRC were established. Within the past two years; 
although there have been difficult moments in U,S.-PRÓ ré: 
lations, the basic stance of the Chinese has been to achieve full | 
normalization of its relations with the United States, including: 
the achievement of most-favored-nation (MPN) status. On thé. 
night of December 15, 1978, a major step was taken in this 
direction when President Jimmy Carter announced’ that the United: 
States would grant full diplomatic recognition to the PRC, The 
current rulers of the PRC, with Vice Premier TENG Hsiao-Ping in. 
the forefront, recognize that China is a backward country and has. 
much to gain from the West, especially the United States, in its 
drive to modernize industry, technology, sciente, and education, 
It should be pointed out that the Chinese tilt toward the West іе 
further stimulated by the PRC's profound antipathy towards the’ 
Soviet Union. (0) 


















Comercial, Special Exchangé, Shipping, and Students 


With the onset of the period ef detente between the 
United States and the Eastern European countries, there has been 
a proliferation of commercial establishments with attendant, 
increased exchanges of students, cultural and business visitors, 
and non-Soviet, communist country ships (these include Cia, 
Hungary, Hast Germany, Yugoslavia, Czechoslovakia, Poland, and 
Romania) calling at U.S. ports. Since 1972, the niibers of 
exchange visitors entering the United States have increased: 
yearly, and thé year 1978 has seen a continuation of this upward 
escalation. Through January 1, 1979, 10,559 exchange visttirs 
entered the United States as compared to 6,393 2 
year of 1977. 













For. the first three quarters of 1978 (January 1 
through September 30) the vessels of 7 non-Soviet communist 
countries made 722 port calls in the United States at separate 
United States ports. Crew members of these vessels made at least 
13,264 individual entries into the United States of vatyin 





Analysis of Eastern European students attending 
academic institutions within the United States during the last 
three years determined that roughly 170 of these students have 
been within the United States at any one time. Of these X70 | 
students, an estimated 95 percent are graduate students, 80% st 
whom are engaged in advanced research in scientific 
technical fields. 
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Two of Poland's principal natural resources are coal 
and copper, and the Poles have banked heavily upon the develope 
ment of these resources to help diminish somewhat their massive: 


trade deficit. In order to enhance their nation's ability те 
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Residing within the United States is an unidentified 
subject who énigrated from West Germany in the early 1970s. The 


subject has assumed the identity of a citizen of West Gepidri 
(who will, for purposes of security, be called Schmidt). 





“SECRET — 


wy [LY itso significant is the tact 


that after moving to the United States, the subject married a 
woman who, although being a naturalized U.S. citizen, is an 
(U) Migrant from a communist country. (4) 














Within the United States and its possessiohs; Cuba's 
тиине Е policy. has been exhibited in relation to 








Referral/Consult 














SEREF- 


The outcome of the appeals ОЁ ие] |] 


convictions, which are expected to be taken by defense counsels 
to the U.S. Supreme Court, if necessary, could have important 
legal ramifications. Most significantly, the appeals question 
the inherent power of the President of the United States to 

















The U.S. Supreme Court has never ruled on the constitutionality 
of these issues. (U) 


Another unresolved legal question relating to "Magic 
cA arises from a civil suit filed E 


They allege invasion of privacy as a result of being 
overheard in the electronic surveillances off i and: Seek 
various forms of relief, including monetary. I£ the defendants 
are successful in pressing their case, such à court decision 
could open a veritable Pandora's box, for other individuals 
involved in previous, unrelated electronic surveillances could 
be spurred to launch similar civil suits. (U) 


Finally, defendant г] while under cross-éxXaiii- 
nation, implicated certain other individuals as being possibly 
involved in this matter. The U.S. Department of Justice 
prosecution team is presently considering additional action 
concerning those implicated by[ ^] Further action must, 
however, await the outcome of the 








False Flag Operation 








Comterintelligence 





an Bastern European Country 


An operation was recently launched against thé 
intelligence service of an Bast European nation. The linchpin of 
the operation was an asset who has access to classified 
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то | Director : 
Hational Security Agency 


, Attention: M503 
Fort George G. Meade, Maryland 


| Y^ . ВУ LIAISON | 
| Security Comuittes | | Ш ga 
| Central Intelligence Agency “ 


Room 3505 
Langley Headquarters Buildiag 
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Chief of Naval Operations (üp-0090) LIAISON 8 
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. Attention: Navy Security Comittee Masher 


From: С] Security Officer 
(Security Committee Member) 
FBI 
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| | i Pul. y, а сеза ees ee ВА ЕНИ 
р nh reference to communications receive 


fa | 


National Security Agency Security | 
Committe ated November 30, 1978) сання 
ittee, да 


A ИН 
November 3, 1978; and from Mr Navy Member, 


DCI Security Committee, deted November 18, 1978, All of 
these communications referred to ву offering atthe = 
Котепђег 1, 1378, meeting of the Security Committee to ` 
place each member of the Committee on the mailing list of | “| 
the FBi to receive future editions of the “Foreign Compre 7 | 
"s intelligence Wevieyqy providing à Specific request was 
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, | per your. [n iy боріев of! ыш Ее. ве: 
of die y n “Foreign Counter intelligence, Reviqw, n dated. 
duly, 1978/0320 no Jonges avalleble,. However 

серу is Attached. for each requester. 
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- bagis, de of this tige, because Of. Manpower and regour 
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&onth schedüle. I anticipate am edition will:be prepared > 
for diaseminatión in the immediate future and raiter : 
períodio aditions will be prepared. You uy hé asm 
WLLL be” inaluded on the. FB: mada ни “Я. kee 
future. гар. s ЖА 
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«(5 MEMORANDUM РОВ MR. DAVID RYAN, FEDERAL BUREAU OF: INVESTIGATION 


4 % En. А di s 


Г Та the last meeting of the 7” Security Committee |. | 

(SECOM) you indicated that upon written request. you would ще 
try and provide a copy of the quarterly counterintelligence ~ ida 
review. It is requested that you provide a copy for the. M i 
Navy SECOM members use at the following address. Е 

Chief of Naval Operations (Op-009D) ^ v» ? 

Navy Department iu EL 

Washington, D.C, 20350 
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Attn: Navy SECOM Member 






‘ Navy Member  :. 
DCI Security Contni tte 
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Memorandum to W. 0. Cregar 

Re: FBI Foreign Counterintelligence 
Review 

65-74480 


DISSEMINATION LIST 
AREA LON EST 


the President for 
| ity airs - 


Department of Justice, The Attorney General - 1 

Department of the Treasury, The Secretary of the Treasury - 1 

Director of Central Intelligence - 1 

Department of State, The Secretary of State - 1 

Director, Defense Intelligence Agency - 1 

Assistant Chief of Staff for Intelligence, U.S. Army - 3 

Office of Special Investigations, U.S. Air Force - 1 

Director, Naval Investigative Service, U.S. Navy - 1 

Director, Central Intelligence Agency - Attention: Deputy 
Director for Operations - 1; Attention: Deputy Director 


for Intelligence - 1 


Director, Division of Safeguards and Security, Department of 
Energy - 1 


Director, National Security Agency - 1 
Director, FBI - 1 
Chairman, House Permanent Select Committee on Intelligence - 1 


Chairman, Senate Select Committee on Intelligence - 1 
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of the FBI. Emphasis is placed on 





administrative security and acknowledging the 





The purpose of this publication is to offer 
the United States intelligence community a broad 
perspective of foreign intelligence operations in and 
against the United States which are within the purview | 













The "FBI Foreign Counte i eview 

uccessor to the publication "FBI Foreign. 
Intelligence Analysis-United States (FINAL)." This. me 
ра ar 1 Б i devoted who Жа ne activities “of 











Es Operations of 
In the 






ona nd 

пеед-г9+ 
know principle, information is not set forth ain 
specific, detailed, documented form. Where information 
contained herein is pertinent to the interest or 
responsibilities of other United States intelligence 
agencies, separate, detailed dissemination has been 
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A survey of the geographical distribution of 
Soviet student assignments in April of 1978 indicates 
the degree to which one element of the Soviet incursion 
has spread throughout the United States: 















































INSTITUTION AND 
LOCATION — — — 





Syracuse University, 
Syracuse, New York 
Brown University, 
Providence, Rhode Island 
New Mexico State University, 
Las Gruces, New Mexico 
Massachusetts Institute of Technology, 
Cambridge, Massachusetts 
Johns Hopkins University, 
Baltimore, Maryland 
Northeastern Fisheries Center, 
Narragansett, Rhode Island 
University of Chicago, 
Chicago, Illinois 
Duke University, 
Durham, North Carolina 
Case Western Reserve University, 
Cleveland, Ohio 
University of Akron, 
Akron, Ohio 
University of Texas, 
Arlington, Texas 
University of Colorado, 
Boulder, Colorado 
Kansas State University, 
Manhattan, Kansas 
University of California, 
Los Angeles, California 
University of Wisconsin, 
Madison, Wisconsin 
Columbia University, 
New York, New York 
New York University, 
New York, New York 
Oklahoma State University, 
Stillwater, Oklahoma 
University of Pennsylvania, 
Philadelphia, Pennsylvania 
University of Arizona, 
Tucson, Arizona 



































NUMBER OF STUDENTS 
IN ATTENDANCE ——- 
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INSTITUTION AND NUMBER OP STUDENTS 





Virginia Polytechnic Institute and 

State University, Blacksburg, Virginia 2 
University of Texas, 

Austin, Texas 1 
University of California, 

Berkeley, California 5 
Stanford University, 

Stanford, California 4 
University of California, i 

San Francisco, California 1 
University of Illinois, 
^ Champaign-Urbana, Illinois 0 1 


| Hence, 43 Soviet students were located in 17 
different states across the United States, апа 
attending universities with high technology researéh 


“facilities. і 
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Scientific and Technical Inteiligence 
































Political Intelligence 
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Strategic Intelligence 
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The Soviet Trade and Economic Council was 
established in 1973 as a result of the Nixon-Brezhnév 
summit talks. Its main purpose is to help create ап 
environment which will foster the growth of commercial 
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Teens 
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who unsuccessfully attemp to pass 
classified documents to the Soviets. ended. on a 
perhaps equally discordànt note. 


WFO SPIA, 1/30/78, pp 33 thru 35; WFO SPTA, 
2/28/78, PP 25 thru 25. 
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Dangle Operations 
































a. Local Party Organization (Profsoyuz) - 
The term Profsoyuz, when used outside пари 112 
: ibroa 









b. Primary Party Organization (Pervychnaya 

Partiynaya Organizatsiya) - This is the basic Party 

. cell of any department, office or shop of the Soviet 
colony. All Soviets in the Communist Party, therefore, 
belong to some Primary Party Organization, of which 
there are several. Within some, although not all, 
Primary Party Organizations are subgroups into which 
members of each Organization are concentrated according 
to their particular field of expertise. | пра 
ious Organizations are held monthly, 






с. Political Seminar - In addition to 
membership in the Party and Primary Party 
Organizations, Soviets are also assigned to small 
groups referred to as Political Seminars, There are 
periodic meetings of these Seminars at which political 
issues are discussed from the perspective of Communist 
Party ideology. Attendance at these meetings is 

(Ulsa mandatory and considered a "Party duty." - 











Me 




















e.  Zhensovet - The Zhensovet, or Womaü's 
Council, is similar to a women's club. There are two 
such Zhensovets in the New York colony.  Over$esing 
both Councils is the Trade Union Organization of 
Zhens ovets. PE) 


Е. Trade Union Organization - Every Soviet 
enterprise or organization, whether within the Soviet 
Union or abroad, has a local Trade Union Organization, 
headed by a committee called a Mestkom, The Mestkom is 
ultimately subject to Communist Party guidelines and 
control, altho 1 1 i а 











8» Friends of Russian Books Club - The 
Soviets sponsor a club of this name which is quartéred 
at the United Nations. The organization sponsors 
events such as the showing of movies on the Soyiet 
Union, the staging of Russian dance exhibitions, etc. 
Such events serve as a convenient vehicle through which 
Soviets can become acquainted with individuals of 


various nationalities. ~ 


NY SPIA, 1/19/78, pp 15 thru 18. 











































One of the most serious social problems 
afflicting the Soviet Union today is widespread 
alcoholism. Some observers believe that this disease 
has reached epidemic proportions. Per capita 
consumption of hard liquor in the Soviet Union is the 
highest of any country in the world. Staggering- or 
‘unconscious drunks are a common sight in Soviet cities. 




















. Since ‘the late 1950's, Soviet-Chinese 
relations have been, to put it mildly, marked by 
acrimony. А пем Charge was, however, add 


ела Soviet  anti-PRC diatribes. 
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UNITED STATES GOVERNMENT 


sum memorandum 


al SAC, DENVER (108-0), о Даље 
Leere ам ТО 16 976, ма ис Жул С 
uso FBI) COUNTERINTELLIGENCE НАВУ 7 i Це Ро SBH s 


~ 


1 Le 
y to: DIRECTOR, FBI (65-74480) le 
2 АТТМ: INTD, CI-3-A Unit 


Re Bureau letter to Albany, dated 7/21/78, bearing 
same caption and which furnished Denver two copies of the new 
"Counterintelligence Summary," dated June, 1978. 


Denver has read this summary with considerable 

interest and feels it is an excellent publication. It is 

= obviously apparent a considerable amount of research and 
effort was expended in producing this outstanding summary. 
In addition, Denver feels it to be an ideal training aid 
for Agent personnel working FCI matters, whether newly 
exposed to that field or already possessing: various 
degrees of expertise. 


In line with the above, Denver requests the Bureau 
furnish it with 11 additional copies which will be used as 
training aids in upcoming conferences with headquarters and 


Resident Agency personnel. (20 
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ОВ Bureau (RM) 
l - Denver 
TFH/sip 
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: Mr. W. 6. Gregar 
Мг. А. В. Fulton 


на на нана раз 
toro 104 


SAC, Albany а иа 7/34/78 P dud 


- Mr. J. P. Thomas 
Director, FBI (65-74480) ? 
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детет гөп, й па curent en ME el Counterintelligence 
"н я D = 


issue is devoted wholly to the activities o 
n uE the latter half of 1977 
and first four months o 8. Another issue is being prepared 


which will fócus upon the operations of non-Soviet intelligence 

services. "FBI Counterintelligence Summary" is the successor 

to the publication "FBI Foreign Intelligence Analysis-United 
(Uj States (FINAL). BST ; 


bl 


Issues of this publication will be prepared añd 
disseminated periodically. Your comments concerning ёйсі 
publication, as well as suggestions regarding similar fure 
publications, are invited. Their purpose is to infor hé 
field of current developments and items of presuméd interest, 
in security limitations. Your comments and suggestions е 
e: rid jassist in achieving this purpose. They should'be addrasszt 
He attention of the Intelligence Division, CI-3-A Unit. 
і - Shadi ionally, submissions from the field of interesting 

f ur суре articles or analytical articles fór possibile Whnclusion 
e "Summary" are also welcome. (U) 
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Letter to Albany, et al. 

Re: FBI Countérintelligence 
Summary 

65-74480 


NOTE: 


By memorendu еше to Mr. W. 0. Gtegar, E 
6/30/78, same subject, it was recommended, approved, that | 


subject publication be approved and disseminated internally 
to 59 field offices. 
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The purpose of this publication is to afford 
paa an overview of 


This particu Па та 
devoted wholly to the activities of | | 11 
[hens during the latter half of | 
1977 апа rst four months, of 1978. Another publi+ 
cation is being pre iic t 
anera on of 
(а= сз], шет 3 
administrative secuit and acknowledging the need- “ton 
know principle, information is not set forth in 
specific, detailed, docümented form. Where information 
contained herein is pertinent to the interest ör 
responsibilities of other United States intelligence 
agencies, separate, detailed dissemination has been 
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The USSR divides the responsibility for tle 
clandestine collection of positive intelligence abroad 
between the Committee for State Security (KGB) and the 
Chief Intelligence Directorate, General Staff of the 
Ministry of Defense (GRU). The KGB is by far the 
dominant service and reports directly to the Council of 
Ministers and sections of the Central Committee of the 
Communist Party of the Soviet Union (CPSU). The GRU 

‘reports to appropriate command levels in the Soviet 
armed forces as well as to the Council of Ministers 
and the Central Committee. Collectively the KGB and 
ae Qus referred to as the Soviet intelligence services 

IS 


The First Chief Directorate of the KGB i$ | 
responsible for the KGB's intelligence operations Sean 
outside of the USSR. Its mission is thus comparable to 
that of the Central Intelligence Agency of the United 
States, The First Chief Directorate consists of sevéh 
Directorates and two Special Services, as well as 
total of nineteen Departments (see organization chart 
on page 36 for the titles and heads of the various 
elements). Coverage of the United States is assigned 
to Department One, which reflects the United States. 
status as number one target of the KGB. Of the seven 
Directorates--Directorate "В" (Operational Planning 
and Analysis) and Directorate "OT" (Technical 
Operational Support)--have been recently established. 
The new Directorate "OT" is an elevation to Directorate 
status of the former Fourteenth Department and, at 

I) present, there is no known Fourteenth Department. te 


Two of the Departments are also of relatively 
recerit vintage. Department Nineteen was established in 
1975 and is responsible - for emigration matters. 
Department Twenty was established in 1977, and its 
mission is similar to that of the Eleventh Department. 
The former is responsible for maintaining liaison with 
intelligence services of developing countries, whereas 
the latter maintains liai with intelligence setvicés 

IU] Of socialist luti Aen 
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INSTITUTION AND NUMBBR OF STUDENTS 
LOCATION —— — IN ATTENDANCE 777 








Syracuse University, 
Syracuse, New York 
Brown University, 
Providence, Rhode Island 
New Mexico State University, 
Las Cruces, New Mexico 
Massachusetts Institute of Technology, 
Cambridge, Massachusetts 
Johns Hopkins University, 
Baltimore, Maryland 
Northeastern Fisheries Center, 
Narragansett, Rhode Island 
Northeastern University, 
Boston, Massachusetts 
University of Chicago, 
Chicago, Illinois 
Duke University, 
Durham, North Carolina 
Case Western Reserve University, 
Cleveland, Ohio 
University of Akron, 
Akron, Ohio 
University of Texas, 
Arlington, Texas 
University of Colorado, 
Boulder, Colorado 
Kansas State University, 
Manhattan, Kansas 
University of California, 
Los Angeles, California 
University of California, 
Santa Barbara, California 
University of Wisconsin, 
Madison, Wisconsin 
Columbia University, 
New York, New York 
New York University, 
New York, New York 
University of Oklahoma, 
Norman, Oklahoma 
University of Pennsylvania, 
Philadelphia, Pennsylvania 
University of Arizona, 
Tucson, Arizona 
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INSTITUTION AND NUMBER OF STUDENTS 








Virginia Polytechnic Institute and 

State University, Blacksburg, Virginia 2 
University of Texas, ` 

Austin, Texas 1 
University of California, : 

Berkeley, California 5 
Stanford University, 

Stanford, California 4 
University of California, 

San Francisco, California 1 
University of Illinois, 


ded Urbana, -A11inois- nn BE — (M 


Hence, 45 Soviet students were located in 17 
different states across the United States. - 
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Infiltration Techniques 
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Since the late 1950's, Soviet-Chinese 
relations have been, to put it mildly, marked by 
acrimony. A new charge was, however, ad "ће 
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Considerable material was also supplied by E 
CI-1. | 
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in the United States." 
This issue of FINAL is classified "Seercf." 
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provide to offices expected to be engaged in | foreign 
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dütails of hostile operations and/or nz ere 


iforts against them. REG. 5 "c 2% 


Unfortunately, various other demands on thy ; DEC dir 
halytical and research elements of FBIHQ have, in tie ре 

prevented the production of FINAL as frequently and in, the 

form which was originally intended. Recently there has 7 777 

been some expansion of thy analytical and research capability) 

of FBIHQ and further скраў ion is anticipated. Accordingly,| | 
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Letter to Baltimore 

Ке: FBI Foréign Intelligence 
Analysis - United States 
(FINAL) 

65-74480 


the comments and suggestions of all recipients as to the 

type or types of periodic analytical and research products 
to be produced are requested. Current thinking is that 

it would be desirable to furnish on a frequent basis, possibly 
monthly, àn informative review of current developments. 

Less frequent communications containing the essencé of trends 
noted at FBIHQ or analysis of situations brought to the 
attention of FBIHQ might be produced. Possibly submission 
of interesting case type articles or analytical artícies 
based on local observations from the field would be of value 
and general interest. 


It is requested that recipients bring the current 
issue of FINAL, as well as the foregoing comments, to the 


attention of personnel engaged in foreign.counterinteil 
investigations and address the resultant comments and sug- 
gestions to the attention of the Intelligence Division, 
Section CI-3. 
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The purpose of this publication is to afford, 
through of situations and events, an overview 


It is intended solely for the internal use of the FBI. 
In the interest of operational and administrative security 
and acknowledging the need-to-know principle, information 
is not set forth in specific, detailed, documented form. 
Where information contained herein is pertinent to the 
interests or responsibilities of other United States intelli- 
gence agencies, separate, detailed dissemination has been 
Прота dé. 2087 | 




























































































TECHNIQUES AND TRADECRAFT 





— 
са 


Experience has shown there are personal characteristics 

or factors which tend to make an individual susceptibie 

to recruitment. These include political affinity för the 

bloc country or disaffection from the United States; venality; 

vulnerability to blackmail; need for sexual and/or emotional 

involvement or ego gratification; excessive drinking; marital 

or financial problems; and vulnerability to coercioi when 
ни Felatives le reside in bloc.countries. (084 












































A dead drop is a place through which communications, 
materials, or equipment may be transferred from one person 
е without the necessity for personal contact. 

U 



































Determination of Intelligence Connection 


SOMB FACTORS UPON which we may base our judgment 
as to an intelligence connection include the following: 


























Information Gathering 
аа пана на ана а, 


Topics discussed at these meetings range from 
fusion energy to the "Glomar Explorer," the ship which attempted 
to retrieve a sunken Soviet submarine. 


- 7 _ (WEO SPIA 11/12/76, page 24) 
(WFO SPIA 2/15/77, page 26, 27) 

































































Some Current Operations 


































































































(МУ ЗРТА 5/13/77, page 11) 
Courier Service ` 
(С). 


Shipping 

































































TRENDS 


Intra-bloc Relations 
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While it is obvious that not all clandestine activity 
has ceased, it is felt that the level of activity, now limited 
to essential contact with only the most trusted agents, will 
not increase until some time passes without derogatory public 
references to Soviet activity.  (U) 


(SF SPIA 5/13/77, page 2) 




















TARGETS 


And each country in the bloc has the potentiàl 
to benefit not only from its own findings but also fron 
those of its allies. (U) 


Thus, while two or more countries mi 
arge а Q 





























AN ILLUSTRATION: In November, 1975, a man, who 
before his defection to the United States had for 17 years 
been an intelligence officer of a communist-bloc service, 
testified before a Congressional Committee.  (U) 


He identified a great many of the targets. of his 
service: 


1. POLITICAL - the Pentagon, the White House, 
the State Department, the Justice Department, the National 
Security Council; all bureaus and independent agencies; 
the Republican and Democratic Parties, and all smaller 
parties except the Communist Party, USA; all of the more 
important mass organizations including the Айегісай Federation 
of Labor - Congress of Industrial Organizations, National 
Association for the Advancement of Colored People, the Civil 
Liberties Union; Ralph Nader and his organizations. (U) 


2. COUNTERINTELLIGENCE - the Central Intetiigence 
Agency (CIA), Defense Intelligence Agency (DIA), National 
Security Agency (NSA), Federal Bureau of Investigation (FBI), 
and Secret Service; major police departments including New 
York, Los Angeles, Chicago, and Washington, D. C.; private 
detective bureaus; exile organizations and defectors. „U 


3. SCIENTIFIC AND TECHNICAL - the United States 

Atomic Energy Commission (now ERDA), the National Aeronautics 
and Space Administration (NASA), the National Academy ОБ 
Sciences and the National Science Foundation; research branches 
of United States universities, government research огра 

tions. and research of private companies; all research Sriented 
toward the military; chemistry, computers, the fields. of 
neun energy and the entire "Project Independence. H 

U 






4. ECONOMIC - the Departments of Commerce, Treasury, 
and Agriculture; economic relations between the United Státes 
and the bloc countries, between the United States and th 





Common Market, and between the United States and the developing 
countries. (0) 



























































































5. THE MILITARY - the Armed Forces of thé Uñited 
States; naval, air and ground bases; movement of troops, 
troop exercises, equipment, weapons, tactics, intelligence 
and morale; and military policy. (0) ‹ | 


IN ADDITION TO the above, the following targéts 
are also pursued: developing Contacts among workers of 
"the United Nations Missions; penetration of the United 
Nations police, the Immigration and Naturalization Service, 
the United States Coast Guard, and the United States Customs 
Office; and the obtaining of forms, documents, stationery, 
maps, schedules, cards, clothing, accessories and similar 
items needed for the support of illegals, including àscer- 
= the availability of housing and modes of travel. 

U 


(Hearing before the Subcommittee 
to Investigative the Administratio 
of the Intefnäl Sec 
other Internal Secu 
94th Congress, lst Session 
11/18/75.) | 









Although this list was obtained from one defector 
and reflects his country's intelligence services! t é 
every country discussed in this study can be presumed 
have the sáme generic target priorities. They will 4 ту 
as to the importance given to any specific target in any 
particular time frame. That a country's current primafy 
target is discovering the activity of emigre groups doe 
not mean it has no interest in penetration of the Uni 
States Government or acquisition of scientific infermat 
nor that such penetration or acquisition could not become 
its primary target with the passage of time. As a government's 











national objectives change, so too the intelligence Services! 
targets.  (U) 


















































Specific targets 1976-1977 


THOSE TARGETS SOUGHT by the various intelligence 
services listed below range from items commonly, or at least 
publicly available, to classified material and thosé on 
the restricted commodities list or otherwise restricted. 

The reasons for the tasking of an individual to obtain 
one item, or related or unrelated series of items, va y 

from a mere test of willingness to cooperate to a test of 
competence in carrying out assignments to, it may be assumed, 
a substantial need for the item in question sufficient to 






warrant the risks inherent in its obtention. (6) 


THE TARGET LIST which follows is not meant tó 
be all-inclusive, nor does it necessarily fully define the 
current areas of interest of the country or intelligence 
service. It is, however, interesting, in spite of the fact 
that some of these targets might be shown to be somewhat 
dated, as it indicates areas of interest and suggests е 
the nature of ongoing projects within the country concerned; 
the state of development of a particular technology 01 
in that country; or, perhaps, those items which logical 
will become targets of those intelligence services should: 
these target acquisitions be accomplished. (И) 
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ESTABLISHMENTS 


Expansion-Security Measures 


im] 





REPRESENTATIVES OF THE TASS News Agency in San 
Francisco signed a 5-year lease, commencing October, 1976, 
for a 2 room office adjacent to the local UPI office. They 
i" leased а 2 room apartment for the TASS senior córrespondent. 
(SF SPIA 9/18/76, PEge 12) 






























































IN AUGUST, 1976, SOVFRACHT, a shipbroker for bulk bl per FBI 
carriers, especially American grain bound for the Soviet 
Union, acquired new office space at 277 Park Avenue, (near 
—48th- Street), New York, New York. 


(NY SPIA 9/27/76, page 14) 
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Referral/Direct 





5]. 
THE ROMANIAN COMMERCIAL Office in Chicago, Illinois, 
occupied its new office space, Room 911, 100 West Möhrioe 
Im Street, Chicago, on June 1, 1976. (С) 


(CG SATPIA 7/23/86, page 7) 






























THREE CASES 


[| І 


During the evening of 


b7C 














waS arrested 
on charges of conspiring 

to commit espionage on beha of the Soviet Union. З, 
e to trial. At the time of his arrest 
he had in his 

















as since left the United States. 


(U) 






On 
(on an unrel 


E 24 
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was, arrested 
ated h his 


On 
arrested at 


and had possessed a "Top S ТӨ ҮПТЕП gave him 
access to highly classified intelligence communications, 
documents, and hardware. (U) Referral/Consult 
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After separate trials 












































STATISTICS AS OF 6/1/77 





Country Officials* 
USSR 996 
Albania 5 
Bulgaria 47 
Czechoslovakia 94 
East Germany 65: 
. Hungary ПИК ZZ 
(S) Mongolia 0. s. 
People's Republic 
of China 141. 
Poland 216 
Romania 88 
Yugoslavia 226. 
TOTAL 1955 


(5) 


*This is a generic designation used for practical 
operational convenience and should not be confused with: 
diplomatic designations. These figures do not include wörking 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 
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DATE 03-22-2011 





PURPOSE: 


To recommend approval of attached issue of FINAL, 
ІЗ най “Overview ot [O Шол in the 
United States," for dissemination only within the FBI, and 
attached cover letter to 18 field offices transmitting same. 


DÉTAILS: 











such material is made in the field. With this issue dissemination 
is being extended to Baltimore, Boston, Detroit, Miami, and 






























Э Philadelphia Offices. 
v у RECOMMENDATION: 
ў Р ў If approved, this issue and the cover letter will 
` я \ be dated, printed, and disseminated only to the Baltimore, 
& 4 Boston, Chicago, Cleveland, Detroit, Los Angeles, Miami, 
3 2 N Philadelphia, New Haven, Newark, New York, Pittsburgh, Portland, 
1% Sacramento, San Diego, San Francisco, Seattle, and mn 
à Field Offices and to appropriate Headquarters personnel. 
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ANALYSIS - UNITED STATES 
(FINAL) 


PURPOSE: 


To recommend approval of attached issue of FINAL 
for dissemination as noted on the attached list. 


DETAILS: 


FINAL offers the United States Intelligence Community 
a broad perspective of foreign intelligence operations within 
the purview of the FBI. This issue was prepared from material 
set forth in the previously approved July, 1977, FINAL which 


was disseminated solely within the FBI. The material was f 


be disseminated outside the FBI and has been previewed by 


edited to eliminate sensitive information which should not 
representatives of Sections CI-1 and CI-2. ТА 


~ 


RECOMMBNDATION: 


If approved, this issue will be numbered, dated, 
printed and disseminated. 
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FRON Ab (C, CHICAGO (10533496) | . . | 
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; , Уо, 3 | x ALL INFORMATION CONTATNED | 
SUBJECT ВІ, FOREIGN INTELLIGENCE ANALYSIS T EREIN IS UNCLASSIFIED EXCEPT 

UNITED STATES (FINAL) WHERE SHOUN OTHERWISE 

Ке Bulet dated 8/11/77. 


Referenced letter solicited the comments and en 
suggestions of the field concerning current proposals for : 
the FBI's Foreign ве Analysis. Chicago feels 
there is a tremendous need for the timely publication 
of FINAL in a form which will materially assist us im. 


о 


YFILED IN 


fulfilling our foreign counterintelligence ‘responsibilities.’ 

To this end, FINAL should be both timely, consistent and draw X % 
on both the perspective of FBIHQ and the exper ience е г 
Mié the fielde (6 a 
ма ү 
Since FPRIHQ made the decision to stop lateral з А. 
dissemination of SPIA and SATPIA, there has been a X a 
serious lapse of communication among those coe us with fe : 

counterintelligence responsibilities. When tbe field = 
said PINAL б 


stopped exchanging information, headquarters 


would try to keep_us abreast of important trends and 
Рај developments. An operationse FINAL 
has largely failed to do iS, in part, because Y 


of its infrequency c Ub саг бп; unnecessary brevity, 


FBIHQ's failure to obtain contributions f: om the 


field and to some extent the use of the  гй-со- клон“ 
principal. The crux or heart of the who . matter is 

1 а 4 wf ~ La on - + За са 
getting sorely needed information to the case qaents win пе 


(Usas. field where the Bureau's work & being dones (Ж) e 
5 Ў in К а tf, f e 29 
REC29 0.0 7 53 on 18 077 | 
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Em 


. Our specific comments concerning FINAL 
are these: (84 


/ FCI analysis and the reporting of trends and 


targets should be separated from strictly training 
materiale L 


We have reviewed copies of FINAL which are 
available to this office. The July, 1977 copy is the 
only one we find which has been liberally filled with 
training material. This, in our opinion, has no: 
place in a document devoted to analysis of past and 


_ current si і rting of trends and 
targets of It can, of 
course, be cleverly incorporated into a Iengthy 


analytical piece to add substance and depth. (3) 


_/ The Bureau at this point in time, should 
seriously review its requirements for SATPIA and 
SPIA and decide whether they are useful documents 
in their present form. Bureau letter of April 12, 
1972, pointed out that the success of FINAL was 
dependent upon the field's submission of appropriate 
material through SPIA and SATPIA. This was simply 
another way of saying these monthly summaries d 

activities would be the core 


(Tp от basis. for the prepáration of FINAL. IY 


FBIHQ must recognize that SATPIA and SPIA 


do not now accurately reflect the.scope of our knowledge 
sy LA activities directed at the United 


States and our efforts to thwart these operations. 
Information from the field is purposely withheld from 
these documents - sometimes at the direction of 


nen dere om ti o 


bi 


СС 105-33496 
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of headquarters under the guise of "security" or 
"need to know," The cumulative effect of these 
practices - and not all of them can be criticized 

in highly sensitive: cases ~ is that SATPIA ad 

SPIA do not accurately reflect what has transpired 
in a:particular field or operation and are therefore, 
less than meaningful documents, The editors 

of FINAL, and ultimately the field, in this process, 
-are often denied significant informatione- A) 


But ‘this is really a question which must 
be addressed by the Bureau and which will directly 
affect not only the content but the credibility 
of FINAL in the field. If we continue to report 
only selected material in SATPIA (which is the only 
document Chicago can write of with any- real 
knowledge), we are not fulfilling its purpose 
and at the same time we are cheating FINAL. 
Realistically then, it should be discontinued 
except, perhaps, for our monthly statistics but 
these, of course, are available through copics: 
On the other hand, if headquarters feels there | 
is a real need for SATPIA ~ and SPIA ~ then fim : 
reporting guidelines should be given to the field, 
or perhaps reiterated for the field, so that 
headquarters and uitimately the field through FINAL 
will receive periodic documents reflecting the entire 
COE of hostile intelligence operations in the United 


./ Chicago feels the basic format of FINAL is 
adequate, although the document has great possibilities 
for expansion. There is, perhaps, too much brevity 
in FINAL when there are opportunities to explore 
various topics in more depth. The impression one gets 
when reading FINAL is that what we have are a collection 
of synopses similar to what one finds on the front 
page of an FBI report (FD-204). We.are never told how these 
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+ { 
| things are interrelated if, indeed they are, and how | i 
current trends are related to past operations or wbat . : 


we might expect in the future, i 
{бз з-поС песезват Ту limited to, 
| requirements and targets, utilization or tradecra 

















ID} —- and new innovations by the various services, (8) i 

An excellent example of these so called | 4 | 

new innovations appeared in Chicago's SATPIA letter р „| 
dated April 7, 1977, concernin ai “ерт == 

i o^ | 





This development 
received only three paragraphs in the July, 1977, І 
edition of FINAL but lends itself to a great deal more | 

(U) — discussione. - 

| 
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Other field offices handling ор the Soviets ` 
and satellites c 
in this matter. 
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United States Nuclear Regulatory Commission 


NOTE: 


The Nuclear Regulatory Commission has requested future 
issues of-our publication "FBI Borbign Intelligence Analysis” (FINAL). 
The purpose of this publication is to offer the United States intelligence 
community a broail perspective of foreign intelligence operations in © 
and against the Unitéd States which are within the purview of thé FBL 
In view of this Commission's responsibilities we are advising that: 
future issues of FINAL will be disseminated to them, | 


On 1/4/74, | / 
Office of Legal Council, adyised the Attorney General's guidelines for 
FBI Foreign Counterintelligence Investigations were not intended to 
prohibit this type of disseminatión, and stated it would be consistent —. -/ 
with the guidelines to furnish FINAL to the Nüclear Régulatety Commission. x 
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UNITED STATES. ` 
чу, NUCLEAR REGULATORY COMMISS | 


WASHINGTON, В. С. 20555 


É Asst, Dir. 
в Adm, Serv. | 
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| Ident. —— 
t Табой. xU — 
p Legal Cc llc 


| Plan & izss. lo. | 
| Бос. Mat. 
„1 5. T. Serv. 
The Honorable Clarence M. Kelley, Director АЎ] Spec. Inv. .——— 
Federal Bureau of Investigation pt и 
U.S. Department of Justice И 


Washington, D.C. 20535 FEDERAT GOVERNMENT И TE i s vss s esee 
Dear Mr. Kelley: ae | 








The U.S. Nuclear Regulatory Commission (NRC) which was created оп“ 
January 19, 1975, pursuant to the Energy Reorganization Act of^1974, 
has specific responsibilities and authorities іп the nuclear field and 
has a security program to protect national security införmation and a 
safeguards program to prevent the theft or diversion of nuclear materials 
or the sabotage of nuclear facilities. 







To discharge the aforementioned responsibilities and authorities, we need 
intelligence information regarding foreign intelligence operations in and 
against the United o. Consequently, we would like to receive the 


publication entitled"FBI Foreign Intelligence Analysis United States." 


The Commission will protect this information in accordance with existing  . 
Executive Orders (e.g., E.0.'s 11652 and 11905); directives (e.g. Director 
of Central Intelligence Directives); and statutes (e.g. the provisions of 
the Atomic Energy Act of 1954, which remain in effect in accordance with = 
the Energy Reorganization Act of 1974) and will insure that it is dissem- 
inated only to direct NRC employees with a need-to-know such information 7" 


Your favorable consideration of this request would be appreciated. 
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1- Mr. J. W. Redfield Went 7 | 
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Director $ос'у — 


This recommends approval of Volume III, number 2, issue 
of the FINAL publication for dissemination to the White House, | 
members of United States Intelligence Board and all field offices. 


The purpose of FINAL is to offer to the United States, 
intelligence community a broad perspective of foreign intelligence 
operations in and against the United States which are within the purview | 
of the FBI. 


This issue was prepared from material set forth in tlie 
previously approved July, 1976, FINAL which was disseminated solely 
within the FBI. The material was edited to eliminate sensitive infor- 
mation which should not be ECO pre outside the FBI. € À b 
" _ 5 
Attached also is a Невен od ance for odiis ageneies. 
Copies designated to these ageret it-be-nusabexed and recorded | 
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to agencies on disseminatior ВО о1сев and to 
appropriate Headquarters officials and supervisors. 
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DISSEMINATION LIST 





Сору 

| The White House : 
Honorable Brent Stoweroft, Assistant to the President for National be | 
Security Affairs mn il 
| 

22 Department of Justice 

The Attorney General 

3 Department of State 


The Honorable, The Secretary of State 
Department of Defense 
Director, Defense Intelligence Agency 
о, зр Department of the Army 
Assistant Chief of Staff for Intelligence 
М Department of the Air Force 
Office of Special Investigation 
7 Department of the Navy 
Director, Naval Investigative Service 
Department of the Treasury 
The Honorable, The Secretary of the Treasury 
Other Intelligence Agencies and Interested Government Agenciés 
а DE Central Intelligence Agency 
B Attention: Deputy Director For Operations 
. Director, Division of Safeguards and Security, Energy Research 
and Development Administration 


Director, National Security Agency Attn: Director of Security 
PX Chairman, President's Foreign Intelligence Advisory Boara 
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: —BEORET———— 
NO FOREIGN DISSEMINATION 





The purpose of this publication is to offer the United States 
intelligence community a broad perspective of foreign intelligence 


operations in and against the United States which are within the pur- -bl 
[C] ——viewof-the FBI- Emphasis is placed on | 
In the interest of operational and administrative security and . 


acknowledging the need~to-know principle, information is not sek 

forth in specific, detailed, documented form. Where information: 
contained herein is pertinent to the interests or responsibilities of 
other United States intelligence agencies, separate, detailed 


NO FOREIGN DISSEMINATION 











^ SECREZT- 
NO FOREIGN DISSEMINATION 


TARGETS 
Io eee ontinue their efforts 
to obtain both classified and unclassified material The following 
iU) A. paragraphs describe a representative number of these targets. -(€) 
1 
(5) 


NO FOREIGN DISSEMINATION 








-ӘБЕНЕТ- 
NO FOREIGN DISSEMINATION 


TECHNIQUES 





А STUDENT AT. Vilnius State University in Lithuania. иней, 
a US citizen of Lithuanian extraction who was attéiiding the University - 
for graduate stidy. Subsequent to the marriage the student, who had 
been warned not to marry the American girl, was dropped from the 
rolls of the University and his wife retur&ed to the US not knoyiñg 
AU) — whether or not her husband would be.allowed to emigrate. (6) 
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NO FOREIGN DISSEMINATION 
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NO FOREIGN DISSEMINATION 
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NO FOREIGN DISSEMINATION 
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NO FOREIGN DISSEMINATION 


STATUS OF OFFICIAL ESTABLISHMENTS 











а: the first four months of 1976 there were four instances 
where Meier was directed toward Soviet facilities located in NYC. 
complex; on March 8, 1976, a bomb exploded outside the Aeraflot 
Office; on March 26,.1976, there was an attempted bombing of the 
Amtorg Corporation did ón April 8, 1976, a shot was fired at thé.SMUN 
which pierced a ninth floor window. The "New York Post" carried an 
article which reported that the Jewish Armed Resistance, an- offshoot of 
the Jewish Defense League, claimed responsibility for the attack on : 
April 3, 1976, (U) .` | 

Юта. (МУ SPIA 4/12/76, pages 12 .& 13) 


ON APRIL 4, 1976, THE Soviet Consulate in San Francisco 
received an — telephone call claiming a bomb would explode 
in the Soviet Consulate within 30 minutes. The San Francisco Police. 

Department responded and no bomb was found. (0) 


NO FOREIGN DISSEMINATION: 
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-звеквт 
NO FOREIGN DISSEMINATION 


~, => к 


ON MARCH 14, 1976, THE Soviet Ambassador and — 


Representative to the SMUN Yakov A. Malik, was seriously injured. 2 | ъв 
in a car accident at Glen Cove, New York. A woman in the other car ^ | b7c 
involved was killed. Malik were taken to Community 


Hospital in Glen Cove;”Eotal police sald Malik's driver was.not at oe 
fault in the accident. (U) 


bl 


(8) — 


NO FOREIGN DISSEMINATION 
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STATISTICS AS OF 7/1/76 | 








COUNTRY OFFICIALS» DEPENDENTS 

USSR 1165 | 965 | $130 
Albanià 7 9 16 
Bulgaria ой — 893 ^ — dg 
Czechoslovakia > 108 108 ^ 816 
East Germany | 87 | 68 155 
Hüngary 67 19 146 
Mongolia 9 в а 
Poland 248 303 551 
PRC . 168 9 - oam 
Romania | 101 122 223 
Yugoslavia : 288 AS 
TOTAL 2214 2056 ЕС 





(0) | 

*This is a generic designation used by thé FBI for practical operational 
convenience and should not be confused with diplomatic designations. 

The definition refers to all foreign nationals assigned tó country 
establishments in the United States, including embassies, cogsulates, 
United Nations missions, United Nations Secretariat employees, | 
employees of ancillary organizations such as Amtorg, Intourist, Aeroflot, 
commercial offices, press representatives, and working wives. ` 
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FEI AUTOMATIC DECLASSIFICATION GUIDE Director Sec'y — 
EXEMPTION CODE 25%X11,6) 
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This recommends approval of attached i 


Operations in the United States." This issue will be disseminated 
only withil'the FBI. 


The purpose of this issue is to provide the field (only 13°. 
offices included through a st а ailuatidns.and.exen Ath: 







15 18 being done to keep the pertinent field offices aware 
of recent situations in sections of the country other than their ‘Own as. 
there is currently no lateral dissemination by the field offices pre- 
paring summaries which involve Soviet Personnel Intelligence” 
Activities (SPIA), Satellite Personnel Intelligence Activities (SATPIA) 
People's Republic of China Intelligence Activities (PRCIA), and . 
Yugoslav Personnel Intelligence Activities (YUPIA). The identities. of 
sensitive sources have been concealed.and information from them lias 
been suitably paraplinaspdeem— ED JE #; 6 13 bln “2%; D 
| À Fro 6008 где а 5 >й 
ACTION: “611 196 ЗЕР 1976 
If approved, this issue will be dated] printed, and disseininate 
to appropriate Headquarters officials and supervisors and to the E Y, 
following offices: Chicago, Cleveland, Los Angeles, New Haven, Newark s 
New York, Pittsburgh, Portland, Sacramento, San Diego, San E anciéco 4 
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TECHNIQUES AND OPERATIONS 


A STUDENT AT Vilnius State University in Lithuania. married 
a US citizen of Lithuanian extraction who was attending the University 
for graduate study. Subsequent to the marriage the student; who had 
been warned not to marry the American girl, was dropped from the 
rolis of the University arid his wife returned to the US not kñowiñg 
¡0 whether or not her husband would be allowed to emigrate. (SJ 
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THE POLISH SEJM (parliament) recently passed two. 
amendments to the Polish constitution. One declaring the Communist 
Party as the leading party and force in Poland and the second declaring 
the Polish alliance with the Soviet Union and other socialist «өлігіне 
forms the foundation of Polish foreign policy. (U) 


These amendments may represent the price Poland had to pay 
to maintain its special relationship with the West particularly the USy. 
Those holding this view believe Leonid Brezhnev needed the améndments 
to show his adversaries on the USSR Politburo that despite Poland's 
dealings with the West she could still be trusted and is faithful to 
communism, 


(WFO SATPIA 4/5/76, page 46) 
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же ИТ the first four ifta of 1976 there were: я instances ` 
- where. violence yas directed toward Soviet facilities Aotated in NYC. 
On February 27, 1976, shots were fired into the Boviet residential 
complex; on March 8, 1976, a bomb exploded outside the Aeraflot 
Office; on March 26, 19%; there wag an attempted baiting ofthe |. 
 Amtogg Corporation and on April 3, 1976, a shot wag ttred at ше BMUN - 
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This recommends approval of Volume ШІ, number 1, issue 
of FINAL publication for dissemination to the White House, members 
of the United States Intelligence Board, and all field offices. | 

200% 

The purpose of FINAL is to offer to the United: States 
intelligence community a broad perspective of foreign intelligehice v 
operations in and against the United States which are within the” - 1 

. purview of the FBI, ч 
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: The purpose of this publication is to offer the United: States 
intelligence corimunity a broad perspective of foreign intelligence 
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acknowledging the need-to-know principle, information is not set, 
forth in specific, detailed, documented form. Where information 
contained herein is pertíñent to the interests or responsibilities of 
other United States intelligence agencies, separate, detailed 
dissemination is made, 


SECRET - 
NO FOREIGN DISSEMINATION 





(фы 


“BECRET— 
NO FOREIGN DISSEMINATION 


TRENDS 


—— SECRE — 
NO FOREIGN DISSEMINATION 








—SECRET— 
NO FOREIGN DISSEMINATION 


TECHNIQUES 





“SECRET— 
NO FOREIGN DISSEMINATION 
-2- 





“БЕСКЕЗ- 
NO FOREIGN DISSEMINATION 


TARGETS 


NO FOREIGN DISSEMINATION 
whe 





SECRET. | 
NO FOREIGN DISSEMINATION 


FEATURES 


NEGOTIATIONS BY THE Bulgarians for purchase of 
Rosedale Campus of St. Alban's School located on Newark Stréet, 
Washington, D. C.,,aké apparently progressing smoothly. The | 
property consists of three three-story dormitories/general purpose 
buildings and seven acres of land. The Bulgarians currently have: an 
option for the purchase of. the property for approximately $3 million. 
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THE LINE UP - 1/1/76 


COUNTRY OFFICIALS* DEPENDENTS TOTAL 
USSR 1208 1116 2324 
Albania q 8 EJ 
Bulgaria 60 84 ца 
Czechoslovakia 106 . 101 207 
East Germany “84 60 147 
Hungary 68 mE 96 за 
Mongolia 16 19 85 
Poland . 226 ` 278 5... 
PRC 7 201 9 210. 
Romania . 84 128 . 219 
Yugoslavia: |. 189 250 439 
TOTAL 2262 2146 4408. 


*This is a generic designation used by the FBI for practical éper- 
ational convenience and slióuld not be confused with diplomatie 
designations. The definition refers to all foreign nationals: 
assigned to country establishments in the United States, including 
embassies, consulates, United Nations. missions, United Nations. 
Secretariat employees, employees of ancillary organizations-such 
as Amtorg; Intourist, Aeroflot, commercial offices, press répre- 
sentatives, and working wives. 
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Honorable Brent Scowcroft, Assistant to the President for 
National Security Affairs 


. Department of Justice 

The Attorney General 

Department of State 

The Honorable, The певању of State 

Department of Defense 

Director, Defense Intelligence Agency 

Department of the Army 

Assistant Chief of Staff for Intelligence 

Department of the Air Force 

Office of Special Investigation 

Department of the Navy 

Director, Naval Investigative Service 

Department of the Treasury 

The Honorable, The Secretary of the Treasury 

Other Intelligence Agencies and Interested Government Agencies: 

Director, Central Intelligence Agency - Attention: Deputy Director 
for Operations 

Director, Division of Safeguards and Security, Energy Research and 
Development Administration 


Director, National Security Agency 
Chairman, President's Forel Intelligence Advisory Board 
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15 15 being done to keep the pertinent field offices aware 

of recent situalions in sections of the couniry other than their own as 
there is currently no lateral dissemination by the field offices pre- 
paring summaries which involve Soviet Personnel Intelligence | 
Activities (SPIA), Satellite Personnel Intelligence Activities (ВАР РТА), 
People's Republic of China Intelligence Activities (PRCIA), and 
Yugoslav Personnel Intelligence Activities (YUPIA). The identitiégnt 

-.. Sensitive sources have been concealed and informaties"frOnm them . 

has been suitably paraphrased. ар FEB 25 1976 ; 
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Country 


USSR 

Albania 
Bulgaria 
Czechoslovakia 


Yugoslavia 
TOTAL 


*This.iB a generic designation used for practieal opera- 
tional conveniéncé and should not be confused with diploniatic 
designations, These figures do not include working wives. 
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It is: intended solely for the internal gsc of 

ie FBI. € interest of operational and administrative security 
and ackuowledging the need-to-know prineiple, information 18, not 
set forth in specific, detailed, documented form. Where informa- 
tion contained herein is pertinent to the interests or responsibilities 
af other United States intelligence agencies, separate, detailed 
dissemination has been made, ; 
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АВ а matter of interest, the starting salary for a 
teacher with à Master's degree in the NYC shool system Is. 
$11,550 annually. NY SHIA, 10/9/75, р. 18. 



































THE PRESENT ECONOMIC situation in Romania, &d6órd- 
ing to recent reports, is worse than everbefore. The people, 
ncluding members dë thè Romanian Comimiinist Party (REP), 
disiitusióned, with the кара populace being openly eritic i ond 
ойе 14 е RCP niaking thelr diapleasure known te proventriends 
There are extrenié shortages of skilled labor and materials, Нисе 
foreign: purchases of industrial machinery have created tomnence 
obli especially ta West Germany. The peuple feet that the 
forced tndvatrialization polisy which led the country to compete with 
efficient, established industrial gountisn was potty sone 980). | 
and. the exéuso tiat future generatione will e oy. abeiter е 
x un tare аа 6 the avers tian living dow 
i tions, NY LHM 10/7/75 captioned, 
"Foreign Miscellaneous: + 
Romania; IS - RO" 





































STATUS OF OFFICIAL ESTABLISHMENTS 


CONTRACTS HAVE BEEN executed allowing thé Soviets 
to take possession on August 1, 1975, of the property at 9 East Dist 
Street, NYC, which will house thé Soviet Consulate General, 
Several families are now living on the premises, and NYC Polise 
Department officers are stationed outside, 

- NY SPIA, 8/11/75, p. 24 
NY SPIA, 9/12/75, p. 32 

THE HUNGARIAN GOVERNMENT is desirous of 
establishing both a tourist office and an import-export company 1a 
the ча. and is continuing its efforts in this regard, 

NY SATPIA, 10/1/15, р» 8 
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STATISTICS AS OF 10/1/75 - 


Country Officials* 
USSR _ 1039 
Albania 8 
Bulgaria ` 49 
Czechoslovakia 95 
East Germany . 80 
(S]-—Hahgüry 0 69 РЕ: 

Mongolia 14 
People's Republic 

of China 182 
Poland 212 
Romania . "6 
Yugoslavia 181 
TOTAL 2005 


*This is a generic designation used for practical ореха 
tional convenience and should not be confused with diplomatic 
designations. These figures do not include working wives. 
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SUBJECT: FBI FOREIGN INTELLIGENCE ANALYSIS - анта, 
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e. 
| Оп 10/22/ < БЕНЕН С Offic e, Energy 
Research and Development Administration (ERDA), telephonically 
contacted Acting Section Chief Fred J. Cassidy to request additional 
copies of captioned publication for distribution to ERDA's 25 field 
offices throughout the United States, 
On 10/24/75 Supervisoh І advised Mr, 
that, because of the classification an he sensitive sources and methods 
involved, dissemination of FINAL, is extremely limited and strict 
accountability maintained, Mr. was told that, although we are . 
unable to comply with his request for additional copies, we have no ^ 
objection to his officials who have proper clearance and a need to know 
having access to information contained in FINAL, 
Mr. was thanked for his interest in and comments в "m 
concerning FINAL. 
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Recommends approval of Volume II > number 4, issue 
of FINAL publication for dissemination to The White House, members 
of United States Intelligence Board and all field offices, 


The purpose of FINAL is to offer to the United States 
intelligence community a broad perspective of foreign intelligence “ 


operations in and against the United States which are within the pur- | а р 
view of the FBI, ү да 
И емей 
Attached also is a dissemination sheet for outside Еи 
agencies, Copies designated to these agencies will be numbered and 
recorded for strict accountability, 
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If approved this issue will be dated, printed, and | 
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TRENDS 


| A SOVIET NATIONAL has offered 4 Surprisingly candid 
appraisal of problems .in the USSR. He says that.crime, especially 
.: Tape, i$ on the increase and, in Leningrad, . women are afraid Боро 
; out alone after dark. Large numbers of Soviets are cramped together 
. -in severely inadequate housing; transportation is critically short ‘and, 
- . Although education is excellent, one needs connections. to get his: 
.. Children into the proper schools. WFO SPIA 6/18/75, p. 7 
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IN APRIL, 1975, the Director of the Romanian Miñiistry 
of Foreign Trade and Economic Cooperation said that if Congress. 
approved the Most Favored. Nation (MFN) status for Romania, trade 
with the US would go to one billion dollars a year by 1980. Ag”: 
President Ford during August signed the MÉN Pact with Romanjia,: 
there should be a dramatic increase in 1975-1976 in contacts between 
US businessmen and Romanian officials, NY SATPIA 8/7 115, р. іа 









NO FOREIGN DISSEMINATION 










NO FOREIGN DISSEMINATION 


TECHNIQUES 








NO FOREIGN DISSEMINATION 


„ае 








- NO FOREIGN DISSEMINATION . 


- TARGETS 


(51. 


SECRET | Ж 
< NO FOREIGN DISSEMINATION ес 


-5- 











NO FOREIGN DISSEMINATION 


FEATURES 


OCCUPANCY OF THE Soviet residential complex of 


_ Riverdale, New York, began earlier this year. Located in Bronx, 


New York, about 15 miles north of midtown Manhattan, the complex 
will eventually provide housing for 236 Soviet nationals and their” 
families. NY SPIA 6/11/75, p. 25 | RO 





| 2 THE SOVIETS HAVE requested another 26,000 t9:29,000 
с Square féet of floor Space on the same floor'as that now oecupiéd by 


the Soviet Information Center, North Tower, World Trade Centér, 


New York, New York, 'They probably will use the space for additional 
offices and a display area. . NY SPIA 5/12/75, p. 28... 


CONTRACTS WERE RECENTLY executed to. allow'the 


Soviets to take possession of the property at 9 East 9fst Streot, ^'^ - 
_ New York, New York, which will house the Soviet Consulate General, 
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NY SPIA 8/11/75 
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COUNTRY OFFICIALS* 
UBER 220002 937 
Albania: | 4 
Bulgaria 45 
Czechoslovakia 88 
‘East Germany 49 

. Hungary 64 s 
Mongolia 8. 
Poland.. 200. - à 

| PRG | | | 460 ^ 
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“This is a generic ааа used by the FBI for practical operation» 
. al convenience and shoüld nof be confused with diplomatic designations, | - 
. . The definition refers to all foreign nationals assigned to Country estab- 

- Hehments in the United Statés, including embassies, consulates, > ` 
United Nations missions, United Nations Sécretafitt employeés, ahd | 
employees of ancillary organizations, such as Amforg, Intourist, 
AefbHbt, commercial offices, and press ринен: 
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\ The White House 
І, Honorable Henry A. Kissinger, Secretary of State 
Department oí Justice 
The Attorney General 


Department of State | 
S The Honorable, The Secretary of State 
Departmänt of Defense | 
4 Director, Defense Intelligence Ageney 
Department of the Army | 


“5 &.;Sl) Assistant Chief of Staff for Intelligence 
Department of the Air Force 
U^ Office of Special Investigation 
Department of the Navy 
^f Director, Naval Invéstigative Service 
Department of the Treasüry | 
X The Honorable, The Secretary of the Treasury 
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9 Director, Central Intelligence Agency - Attention: Deputy Director for Operations | 
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/ 2 Chairman, President's Foreign Intelligence Advisory Board 
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| THE USSR IS having its problems, according toa _ 
Soviet national, currently assigned in Canada, who offered a surpris- 
ingly candid description, He said that crime, especially rapé, 18 on 
the increase and that women cannot go out alone after dark in 
Leningrad, Large numbers of Soviets are cramped together in, 
severly inadequate housing, and transportation ig critically short, 
Also, although education is excellent, one neéds connections 10 get 
his children into the proper schools. WFO SPIA 6/13/75, p. T - 








"STATUS OF OFFICIAL ESTABLISHMENTS 


26, 000 to 29, 000 square feet of floor space on the same floor as that 
now occupied by the Soviet Information Center, Suite 86123, North 
Tower, World Trade Center, NYC. The Soviets are prepared to-sign 
à lease as soon as this space can be made available and will probably 
use the space for additional offices and a черү RES " | 

| NY SP 12 із, р. 28 


А REQUEST НАЗ been made by the Soviets for another 


‚ THE SOVIET TRADE Office (SOVTRA) at 
2001 Connecticut Ayenue, Northwest, Washington. Т) 
rer eled and readied: husines 


че 


San Francisco, California, honoring World. War II Victory in Europe 
Day, The affair was held at the Palace of the Legion of Honor and 
was attended by several hundred business and civic leaders ag well 
as individuals friendly to Soviet Сопв фр дерето, p. 3 


OCCUPANCY OF THE Soviet Residential Complèx- -gt 
Riverdale, New York, by Soviet nationals began récently, This éom- 
plex, located in Bronx, New York, about 15 miles north of midtown 
Manhattan, eventually will provide housing for 236 Soviet nationals 
and their families. NY SPIA 6/11/75, p. 25 


_А RECEPTION WAS held recently by the Soviet Consulate, | 





Statistics as of 7/1/75 


Gountry Officials* 
USSR | 917 
Albania | 6 
Bulgaria 50 
Czechoslovakia . 85 
East Germany 45 
(pe Ншвату 7066 

Mongolia | 6 
People's Republic 

of China 162 
Poland 201 
Romania ` 76 
Yugoslavia _183 
TOTAL | 1797 


| *This is a generic designation used for practical | 
operational convenience and should not be confused with diploiiatic 
designations. These figures do not include working wives, 
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is currently no lateral dissemination by the field offices preparing summaries 


involving Soviet Personnel Intelligence 
Intelligence Activities (SATPIA), 
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STATUS OF OFFICIAL ESTABLISHMENTS 
(8 
EIE 
be ud THE, POLISH FOREIGN tradéicorbor: СА. 
has opened an office in Chicas | —— | 
(не | 


THE POLISH GONSULATE in Chicago, Illinois, нав now 
completely switched its operations to its new space at 1530 Nórth Lake 
Shore Drive. The old building is being made into apartments for some 
of the Consulate's personnel, CG SATPIA 4/4/ 75, p. 7 
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THE ROMANIAN COMMERCIAL Office (носомо), 
Chicago, Ulinois, which, it was bélieved, Was pian closed because of 
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USSR 

Albania 
Bulgaria 
Czechoslovakia 


Eagt Germany 


Mongolia 
People's Republic 
of China. 


Poland 
Romania 
Yugoslavia 
TOTAL 


-- Statistiós as of 5/1/75 


Officials * 
899 


49 
89 
41 


154 

192 
76. 
__119_ 
1, 152 


* This is a generic designation used for practical 


operational convenience ànd should not be confused with diplomatit 
designations. These figures do not include working wives. 
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of the FBI. 
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RECENT INFORMATION SUGGESTS that the opening of a | 
Czechoslovak Consulate in Chicago, fllinols, has been postponed indefinitely. 
WFO SATPIA 2/20/75, $, 19 


THE HUNGARIAN GOVERNMENT is anxious to start | 
building its new chancery id Washington, D. ©. ; however, some problems 
are being encountered between the zoning office and Hungarian officjals. 
WFO SATPIA 2/26/75, р.36 | 
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THE LINE UP - 3/1/75 


a WORKING A 
COUNTRY OFFICIALS* WIVES DEPENDENTS TOTAL 
USSR © 898 185 1032 2115 
Albania 0008 0 15 21 
Bulgaria 50 4 94 148 
Czechoslovakia 86 9 125 220 
East Germany 35 6 33 74 
Hungary 60 0 101 161 
Mongolia 1. 1 `15 | 23 
Poland, 198 . 21 291 ` 510 
PRO 168 25 600 19 
Romania 7 7 124 205 

Yugoslavia ` 180 | 7 | 7 249 | 436. 
- TOTAL 1162. 265 2085 4112 


*This is a generic designation used by the FBI for practical operational 
convenience and should not be confused with diplomatic designations: 

The definition refers to all foreign nationals assigned to Country Establish- 
ments in the United States, including embassies, consulates, United Nations 
missions, United Nations Secretariat employees, and employees of 
ancillary organizations, such as Amtorg, Intourist, Aéroflot, commercial 
offices, and press representatives. | | 
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e сагне ot this publication is to afford, through 4: 


It is intended solely for the internal уве “of the 

тов Of operational and administrätive security and 
ackaowledging the need-tosknow principle, information is not wet 
forth in specific, detailed, documented form, Where informática 
contained herein is pertinont to the interests or responsibilities of 
other United States intelligence agencies, separate, detailed 
dissemination has been made, 
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MAXWELL SMART OF television fame would: have 
trouble topping a recent performance by an individual who wa 
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A SOVIET STUDENT, while at the University of 
Michigan in 1972-713, establislied a rapport with an American arid has 
been in correspondence with him ever since, ‘Initially, after his return 
to the USSR, the Soviet’s letters concerned innocuous, зета matters. 











He then requested various books of the public source variety. 
Finally, after the American suggested delivering the books to. à 
_ Soviet establishment for forwarding in order tó savé on postal 
_ costs, the Soviet told him not to send any more books but added 
that a "neighbor" was planning tbavel.to the US soon and would 
Ірак him up upon his arrival. SF SPIA 11/8/74, 4-5 











WHILE COMMERCE AND trade remain às high 
priority items of the Romanian Government, efforts in theBe àréàs 
have diminished with Romania's unsuccessful attempt to attain MEN. 
status vis-a-vis the US Government. Romanian commercial. offices 
in Chicago and San Francisco are being closed and decisions häye 


been made to reduce the staff ot the commercial office in NY€, 
» | | 


EFFORTS. ARE CONTINUING to build rapport чи | 
numerous emigre groups, and interest is being directed toward 


increasing the exchange of delegations aiid acadeniicians between the 
US and Romania, | 


‚ ИРО SATPIA 11/15/74, 45 


-19- 





STATUS OF OFFICIAL ESTABLISHMENTS 


THE SOVIETS HAVE been перона о for à building át 
305 East 45th Street, N¥C, in which to relocate the SMUN,. now located 
at 136 East 67th Street, NYC. I these négotiàtions are successful, 
the present location might be used by the. SONEMB, WDC, to house | 
the Soviet Consulate in NY C. 
NY SPIA.12/13/74, 24 


BULGARIAN OFFICIALS IN WDC have decided tó 
approach US Department of State regarding the opening of a Commercial 
office in Chicago and, possibly, one in San Fraticisco, 





THE GERMAN DEMOCRATIC Republic (GDR) has 





leased the top floor of a building at 1717 Massachusetts Avenue, N. W., 
WDC, for use as a chancery. | 
WFO SATPIA 11/15/74, 51 


(B) 












ТНЕ NCNA, NYC, reportedly is negotiating with. 
Radio Corporation of America for a leased communications-chatinel - 
from NYC to Lima, Peru. This form of communications link 
suggests a large volume of traffic. between Ја нтазави рус 
customarily-used systems such as Telex would be less econamieal, 


Pa e NY PRCIA ы 4-5 
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Statistics as of 1/1/75 


Country Officials * 

USSR 907 

Albania 10 

Bulgaria 52 
Czechoslovakia : |. 86 

wast Germany ` 54 EE 
ue mE n: в 
Mongolia” — 15 

People's Republic of 

‘China 184 

Poland 201 

Romania 86 

Yugoslavia _ 182 _ 

TOTAL 1, 048 


* This is a generic designation used for practical 
operational convenience and should not be confused with diplomatic 
designations. These figures do not include working wives. | 
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FEATURES 


REPRESENTATIVES OF THE German Democratic 
Republic were recently in the US for negotiations regarding the 
establishment of an embassy and possibly a chancery in the Washington, 
D. C., area. (NY SATPIA 8/7/74 p. 3) 


EARLIER THIS YEAR Amtorg Trading Corporation, 
New York City, celebrated its 50th anniversary as an Americaii 
corporation with a reception at the Biltmore Hotel in New York, 
Attendance at the reception was by invitation only, and several US 
businessmen have since indicated that it was a disappointing, ill-planned, 
and poorly-hosted affair. (NYSSPIA 7/10/74 p. 29) 
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*This is a generic designation used by the FBI ior practical operational convenience and should not be 
confused with diplomatic designations, The definition refers to all foreign nationals assigned to Country 
establishments in the United States, including embassies, consulates, United Nations missions, United 
Nations Secretariat employees, and employees of ancillary organizations, such as Amtorg, Intourist, 
Aeroflot, commercial offices, and press representatives, 
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Albania ш - 10 
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Czechoslovakia 10 8 14 
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‚ Койаша 89 1 128 
East Germany 36 4 11 
Peoples Republic 

of China 15 2 б 
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The White House 
Honorable Henry A. Kissinger, Secretary of State SENT Se) 
Deine of Justice 

The Attorney General — ЗЕмТ 5246472 

Department of State 

The Honorable, The Secretary of State 
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Director, Defense Intelligence Agency 
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Assistant Chief of Staff for Intelligence 
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Office of Special Investigation 

Department of the Navy 

Director, Naval Investigative Service 

Department of the Treasury 

The Honorable, The Secretary of the Treasury 


Other Intelligence Agencies and Interested Government Agencies 


Director, Central Intelligence Agency - Attention; Deputy Director for Operations’ 
Director, Division of Security, Atomic Energy Commission | 
Director, National Security Ageücy sew stp. | 

Chairman, Presidént's Foreign Intelligence Advisory Board чег sf. 
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Recommends approval of Sixth issue of FINAL publication for 


dissemination to The White House, members of United States Intelligent 
Board and all field offices. 


Director Soc’y __. 





2. 

Attached is a copy of Volume II, number 1, of FINAL. The purpose 
of FINAL is to affer to the United States intelligence community a broad 
perspective of foreign intelligence operations in and against the United 
States which are within the purview of the FBL 
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Attached also is a dissemination sheet for outside agencies, 
Copies designated to these agencies will be numbered and tecordéd for 
strict accountability. 


ACTION: 


to agencies on dissemination sheet as well as all field offices and to 
appropriate Headquarters officials and supervisors. 


If approved, this issue will be dated, printed, and ме / / 
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| Thé purpose of this publication is to offer tö the 
United States intelligence conuitty a broad perspectiva of 
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стастопат and administrative security and acknowledging 

9 need-to-know prineiple, information is not sét forth: in 
specific, дана ей, documented form. Whera information ' 
cóntaáined herein is pertinent to the interests or й 
responsibilities of other United States intelligence адейетез, 
separate, detailed didsamination is made, | 
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TRENDS 


НЕ 
THE STRICT ATTITUDE of the Czechoslovak governnent, 
toward issuing visas appéars to be continuing as aré thé rules 
against visiting with former Czech citizens now residing in the 
US. (NYO SATPIA 5/7/74, p. 1) 
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TECHNIQUES 





[sp 
A RECENT EMIGRE REPORTEDLY has been “pressured” into 
retaining Romanian citizenship as a condition for the release 
of his wife and child from Romania, (NYO SATPIA 5/7/74, p. 14) 
(8) — 
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FEATURES 





THE US-USSR JOINT Trade Council, Incorporated, 
280 Park Avenue, New York (its counterpart is being веб ар 
in Moscow) has the following listed goals: (yy SPIA 4/10/74, p. 24) - 


1. То create a business and governmental 
environment in both countries conducive to 
expandéd commercial relations between these 
countries. 

2, То facilitate the exploration of ópportunfties 

| for expanded trade, 

3. To conduct research on major issues related to 
trade between the US and the USSR. 

4, To provide assistance to members in both cóúntries 

| in the execution of commercial agreements. 

5. To collaborate and provide lidison betwee: beth 
governments on expanding trade relationd, 


The Soviet trade organization Energomashexpoxt 
apparently plans to opèn a company in New York City Фё. 
markét Soviet-prodüced hydróeleotrie türbines in the 08, 
This company would most Likely be connected with Amtorg 
Trading Corporation. (NY SPIA 4/10/74, p. 25) 


Representatives of Amtorg Trading Corporation and the 

World Trade Center, New York City, signed à three-year£ ўвазе to 
become effective June i, 1974, for 3052 square feet of space on 
the 86th floor of the north tower of the World Trade Cantér. 
This will house a Soviet information canter whose purpose is to 
promote and develop the import and export of products of the 
USSR in world trade and commerce. Six or seven Soviet nationals 
will staff the denter at first, and the number next year will 
probably increase to teù or twelve., (NY SPIA 3/6/74, p. 21) 
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THIS OBVIOUS EFFORT might have gone undetected 
except that the individual he approached was a Special Agent 
of the Fadéral Bureau of Investigation from anothar lódale 
who was in the area to attend a special school, | 
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Honorable Henry A. Kissinger, Secretary al State 
Department of Justice 
The Attorney General 
Department of State 





he Honorable, The Secretary of State 
Department 6f Defense 5 





Director, Defense Intelligence Agency 
Department oí the Army 
Assistant Chief of Staff for Intelligence 





Department of the Air Force 





Ottice of Special Investigation 
Department öf the Nawy 





Director, Naval Investigative Service 


Department of the Treasury 





The Honorable, The Secretary of the Treasury 





Other Intelligence Agencies and Interested Government Agencies. 


Director, Central Intelligence Agency + Attention: Deputy Director ef Plans 
Director, Division of Security, Atomle Energy Commission | 
Director, National Basurliy Agency | | Ди 

Chalrman, Presidents Foreign Intelligence Advisory Board 
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Recommends approval of fifth issue of FINAL publication for 
dissemination to The White House, members of United States Intelligence 
Board and all field offices. 


Attached is copy of Volume I, number 5 of FINAL. The purpose | 
of FINAL is to offer to the United States intelligence community a broad 
perspective of foreign intelligence operations in з апа against the United Statés 
which are within the purview of the FBI. 












Attached also is a dissemination sheet for outside agencies. *opies 
designated to these agencies will be numbered and recorded for strict 
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The purpose of this publication is to offer to the United States 
intelligence community a broad perspective of foreign intelligence operations 
in and agàinstthe United Stetes which are within the purview of ti 
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principle, information is not set forth in specific, detailed z;documetiféd form. 
Where information contained herein is pertinent tó the intéfésts d? Pésponsi- 
bilities of other United States intelligence agencies, separate, detailed’ . 
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| New Soviet Purehasing Commission 


THE UNITED STATES Government has authorized the establishment 
of a temporary Soviet purchasing commission in New York City to service the 
Kama River Truck Complex (a massive truck producing ‘proj ect being built 
with extensive United States industry participation): Tentative arran 
provide that the commission will be set up for one year, but will be extended 
in one-year segments, if necessary, for a: maximum period of three more years. 
The commission will consist of a chairman arid á maximum of 15 technical assistants 







даљу -10- 





and staff, It will bé responsible to the Soviet Ministry of Foreign Tradé and the 
Soviet trade representative in the United States, The cominission 188. signed a 
three-year lease for space on the sixth floor of the General Motors ван ће, 

767 Fifth Avenue, New York City. It will take up occupancy in this spade about 
April 1, 1973. Since its arrival in mid-January, it has occupied temporary space 


on the fourth floor of the General Motors Building. WR: НУ , 
(UNCLASSIFIED? 2 ) 
I Џ ! 


OMNIBUS NOTES 


SOVIET DIPLOMATS ARE significantly expanding publie appearances 
ht attempt to Improve püblic relations. Most of the speeches contairr 





in ah appare 


а little that is new, or everrinteresting, but the mere increase in appeäräfices is 
noteworthy. (CONFIDENTIAL) | a 
(51- 


AEROFLOT HAS MOVED from the;'space it shared with: Intourist at 
45 East 49th Street, New York City, and is now located at 545 Fifth. Avenue, 
New York City, (UNCLASSIFIED) 


o 


THE MARINE DIVISION of the ATC is moving from е АТС врасе on 
the 19th and 20th floors of 386 Lexington Avenue, New York City, and ава пе 
separate Space on the 10th floor of the same building. It will also have Separate 
telephóne service. (UNCLASSIFIED) У 
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USSR 691 що. | ш нй 
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ALL: CZECHS TRAVELING to the United States as part 
of the East-West Exchange Program are required to repótt to 
the Czech Embassy upon arrival. This informs the Embassy of 
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Each acudemfc yesr since" lI958, thé Uhited States 
and the Soviet Union have maintained agreements whereby 
Soviet students have studied' at colleges and universities. 
in the United States while their American counterparts là 
Studied in Russia. From the vantage point of 15 years! 
experience, there’ are Several ihteresting observations 
which can be made. (UNCLASSIFIED) . .. 
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., Fór the upcoming academic year 40 Soviet students 
have been proposed for study ‘in, the United States at about 
20 universitigss. and 35 of these have already entered the 
country. From.past experienge it was.not, unustial to 8068" 
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FEATURES 
PIONEER POINT SOVIET ESTATE 


| On 5/18/72, the Soviet Government completed purchase 
of approximately 45 acres of land commonly called Pioneer 
Point, Maryland, for reported price of $1,120,000. The prop- 
erty is located on the eastern shore in Queen Annes County, 
and is designated on comèrcial maps as Corsica Neck, west 
of Centerville, Maryland. (UNCLASSIFIED) 


= я. 
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Buildings on the site consist of former estate house 
for use as summer residence by Ambassador, a smaller building 
for use as summer recreation center for children, and $6veral 
outbuildings including a caretaker's residence, Existing dock 
on Chesapeake Bay can accommodate boats of 40 feet in length 
and up to nine feet in draft. Soviets are negotiating for 
two cabin cruisers in the 27-foot range. They plan to surround 
acreage with high chain link fence. (UNCLASSIFIED 





CHINESE IN UNITED NATIONS SECRETARIAT 


Because of the increase in Chinese language work at 
the United Nations, the Secretariat is currently hiring and 
training 45 new Chinese translators and interpreters, at a 
cost of $500,000. (UNCLASSIFIED : 


























It was stated that their jobs.should not be considered 
"secure" and their degree of compliance with the above conditions, 
especially the first, would béar on promotions and even. .tenure іп 
their present jobs. The Mission was apparéntly under the 


impression it had significant, if not complete; contra over 
Secretariat employees engaged in Chinese related work, The 
hiring issue has been resolved by allowing the Mission to 
talent-scout and recommend people for the additional 
positions, It is now in the process of recruiting loyal, 
"ideologically safe" individuals from China and the rest of 
the world, How far the Mission will be able to enforce 
its demands on Secretariat employees is yét to be seen. 


(UNCLASSIFIED) source: 62-7787-Sub 246 
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EVIDENCE INDICATES THB Romanian Government тау be in 
serious need of U. S, dollars. It is charging exorbitant 
"processing fees" for Romanian-born U. S. residents to bring 
relatives here, and to renounce Romanian citizenship in order 
to apply for U. 8. citizenship. The government has gone so 
far as to legislatively broaden the definition of a Rómanian 
citizen, to- require more individuals to be subject to these 
"processing fees." (UNCLASSIFIED) Source: СС ЗАТРТА 5/5/72 р. 14 
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UNITED STATES (FINAL) 436 
2 р : | 
| 
Recommends dissemination of first issue of monthly 
FINAL publication to The White House, members of United States 
Intelligence Board, and all field offices. 
Purpose of FINAL is to offer to the United States 
7 intelligence community.a broad perspective of foreign intel- 


ligence operations in and against the United States which 
are within the purview of the FBI. Text of first issue was 
| approved by Director per memorandum T, J. Smith to Mr. E, S, 
Miller, 3/29/72. 


Attached is copy of first issue in finished form. 2 once 
Cover page on this issue will be replaced in future issues 
by distinctive, stylized cover now being prepared. ; 


Recommend copies be disseminated ав follows: 


1. To The White House and the Acting Attorney 


General. 
BE. Т 
2. To the following m ers o Uni 


Intelligence Board: State Department; Central Intel: 

Ageney; Defense Intelligence Agency; Chief of Staff fór 
Intelligence, Army; Naval Investigative Service; Office 

of Special Investigations, United States Air Force; National 
Security Agency; Treasury Department; and Atomic o п 


Commission. ee APR 21 1972 


For strict accountability, all;copies dias nu Tee 
to outside agencies will be numbered, and a record of x 
nation kept for each issue. 
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Memorandum to Mr. E, S, Miller 


Re: FBI Foreign Intelligence Analysis ~ United States (FINAL) 


3. А11 ЕВІ field offices. Believed essential that 


same broad perspective of foreign intelligence operations 
which we offer to intelligence community should be given to 
our own field offices. We note that more and more smaller 
offices throughout the country are becoming involved in 
sensitive espionage investigations. 


Consideration was given to disseminating FINAL 
to all Legal Attaches; however, in view of potential weak- 
ness in security in disseminating this document abroad and 
also: in view of the lack of operational responsibility on 
part of Legal Attaches, it is recommended that no dissemi- 
nation be made to these offices. 


ACTION: 


l. That first issue of FINAL be approved for 
dissemination as stipulated above. 


2. That, if approved, this memorandum be returned 


to Research Section, which will effect dissemination. 
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The purpose of FINAL is to offer to the U.S. intelligence 
community a broad perspective of foreign intelligence operations | 
in and against the U.S. which are within thé purview of the FBI. j 
The first issue dated 4-7-72 has been disseminated to £ 
Dr, Henry Kissinger at The White House, the Acting Attorney Í 
General and members of the United States Intelligence Board. 

Strict accountability is being maintained on dissemination to 
outside agencies, 
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is publication wou 
і is position as 


of the PFIAB and aske could be added to the 


dissemination. 
In view of the responsibilities of the PFIAB, this 
appears to be a legitimate request. 


ACTION: с 


If approved, the initial copy of FINAL dated. 4-7-72, 
as well as subsequent issues, will be disseminated by White House 


liaison to Admiral Anderson. ~ Дравиња бар. 
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Attention of recipient offices is celled to usw 
publication in above caption, Initial issue was sent td 
all field offices and momber agencies of the United States 
intelligence community under date 4/7/72, You wil note 


that FINAL is keyed to the montüly SPIA and SATPIA letters 





| which are submitted by your offices, Your continuing сбн - 
operation is necessary to insure that the FINAL, publication 
is & success and: that appropriate material is called fo the 
Bureau's atfention.in the SPIA and SATPIA letters. 





You should alert appropriute personnel to this 
continuing neéd at thé Bureau. 11 interiu information Of 
iuportence suitable for inclusion in this publication de 
developed, $t шау be sent separately by Communication one 
titled “FINAL” and marked "Attention: Research Section.“ | 
&ny ether correspondence rolating to this publication > / T 













including your eomménts or suggestions, may be sent in tie P 
same form. FINAL is planned as a monthly publication. Ar 
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The purpose of this publication is to offer cr 87 7 - 
United States intelligence community a broad perspective $ E 
foreign intelligence operations in and against the шкан tates | 
which are within the purview of the FBI. Emphasis is placed 
nal 
y and acknowledging the neéd=to~. 
know principle, information is not set forth in specific, 
detailed, documented form. Where information contained 
therein is pertinent to the interests ox’ responsibilitie 
of other United States intelligence agencies, separate, 
detailed dissemination is made. 












Attached is text of first issue of FINAL. Format 
is broken down into several categories, i.e. Trends, те h 
Targets. 
tivé on the recent arrest of & Soviet on espionage ch 
As a continuing feature, we conclude with section ent 
"Thé Line-Up" which tabulates legal presence of hosti 
ligencé in United States, broken down by countries, n 
officiäls, known or suspected intelligence officers, регсеп аре 
of intelligence officers, number of working wives, and number 
of dependents, | 





iS FINAL is intended as quality publication for highly 
selective circularization to The White House and other Essen- 
tial elements of United States intelligence сошаййі бу pg € 
will bear classification/ "Secret - No Foreign Dissemination." 
Upon approval, attached proposed text and format wit cis 
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Memorandum to Mr. E. S, Miller 
Re; FBI Foreign Intelligence Analysis - United States (FINAL) 


ACTION: A 
1. If approved, FINAL will be initiated as monthl 
publica Appropriate memorandum will be submitted with 


finished product specifying United States intelligence agencies 
to which FINAL will be directed. 





2. If approved, attached copy should be routed to 
Research Section, Domestic Intelligence Division, for further 
processing as indicated above. (а Tr а, вера ром“ а Го bent 
о самға еда Мато аә де Ад 


АСУХ | | | Dussemrnaten) 
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ADDENDUM: DOMESTIC INTELLIGENCE DIVISION: 3/29/72:  ESM:jan: 
We have had this on the "drawing board" for about 
four months since we feel a need to draw the activities of 


Soviet-bloc intelligence into a perspective whereby a better 
| appreciation for the impact of such activities can be created 


within the Bureau and in selected offices outg#de the Bureau. 
I feel we will accomplish this through this decument and 
recommend approval. v 
У e 
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The purpose of this publication is to offer to the 
United States intelligence community a broad perspective of 
foreign intelligence operations in and against the United States 
Emphasis is placed ' 
In the interest of operā- 
and acknowledging the need- 
to-know principle, information is not set forth in spedific, 
Where information containéd herein 
is pertinent to the interests or responsibilities of other 
United States intelligence agencies, separate, detailed: dis~ 


detailed, documented form. 
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pleased В the confidential uaterial 
which this agent brought to the méeting 
and spoke enthusiastically concerning the future. Outside 
the restaurant he obtained the material from the agent dnd 
placed it in a briefcase, He gave the agent an envelope con- 
taining $650, and after a cordial e ge of farewells, the 

two separated. Seconds later, [fies confronted by 
Special Agents of the FBI and placed under-arrest.: AG this L5 
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Since all other Soviet officials stationed in the 
United States are subject to reciprocal agreement restricting 
unapproved travel to within 25 miles of the city of employment, 
the freedom of travel accorded to all UNSEC employees is an 
advantage which Soviet intelligence has never failed to exploit. 


Нокеуе is one distinct disadvantage to the Sovkets of 
which Бесёйе painfully aware, He does not have | 
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diplo mmunity and is presently free on $100,000 bail 
awaiting trial on espionage charges. (UNCLASSIFIED) | 
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Memorandum етоп|_________| ко Mr. B. J. O'Malley 
Re: FBI Foreign Counterintelligence Summary 


DETAILS: 
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The latter half of 1980 also saw the culmination of 
the massive influx of Cuban refugees into the United States-- 
eventually, the figure 
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In September of 1980, the National People's Congress 
of the PRC formally admitted that the targets of the 1976-1985 
economic plan were unattainable and announced that an entire 
new plan would be devised to take its place. In accordance 
with this new plan a number of contracts have been cancelled 
with the Western nations and Japan, primarily in the area of 
heavy industry. Cutbacks in the budget regarding the 
procurement of military hardware have also occurred, however, 
the State Council of thé PRO has stated that China intends to 
push new programs in light industry (consumer goods, 
computers , microelectronics), agriculture and energy, that 
will require inputs of foreign technology, capital, and 
management skills. (0). 


The U.S. «Government, under the Carter 
administration, supported China's modernization program in 
consideration of China's contribution to global strategy. 
China's failure to modernize would erode its role in 
maintaining the global balance to the disadvantage of China as 
well as the United States and its allies. Therefore, the 
United States signed numerous bilateral agreements in science 
and technology, educatión, and trade and granted loans and 
trade credits to the. PRC. This situation led to a 
liberalization of controls on the export of U.S. high 
technology items and on authorization, on a case-hy-case 
basis, for sales of non-lethal military support equipment 
(trucks, radar, transport aircraft, helicopters, and 
communications and training equipment) to the PRC. 
Additionally, delegations from the People's Liberation Army 
(PLA) and the Ministry of National Defense (MND) have visited 
numerous defense-related corporations seeking military- 


related information. (SÍ 
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INTRODUCTION 


The purpose of this publication is 





overview and analysis of 





Detailing and analysis of key FBI counterintelligence 
Е 

operations is also afforded. This particular issue is devoted 

to the activities of 


p during the 
first six months of 1980. For purposes of brevity, these 
services will henceforth be referred to as the 

IC) en "In the interest of operational and 
administrative security: and acknowledging the need-to-know 
principle, information is not set forth in specific, detailed, 

{й} documented- form. —[e] 
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Aside from tif сазе, two other significant 
counterintelligence actions, involving double agent 
operations, were initiated against the SIS in mid-1980. In May 
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of 1980, the U.S. Department of State (USDS) lodged a strong 





protest with Soviet 
activities of 











Following the USDS protest, 


bo Jrecalled by the Soviet Union. YS) 


That same mónth, the USDS lodged yet another 
protest, this one relating to the activities of 
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was also impelled to depart the 
United States. S). 














Cuban-American relations during the initial portion 
of 1980 have been greatly affected by the influx of over 
125,000 Cuban refugees into the United States. The refugee 
exodus is the result of economic, social, and political 
pressures that have been building since 1977. The Cuban 



































economy has stagnated,' and the already austere standard of 

living has deteriorated even further. Additionally, a rapidly 

expanding labor force: has created a labor surplus, and 

incidences of crime, of poor job performance, and of political 
sen ..discontent..have-been-on the increase. {9 
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The Neutralization of an East German Illegal 


As detailed in the "Review" of March, 197 а. 

suspected East German illegal using the identity, = 
fo л (at the time of publication, for 

security purposes, the name "Schmidt" was used in the article) 

was located in New York City. He was employed by a major 
2 ра has, as one of its clients, the 
United States Department of Defense; thus the firm handled 
some classified data. [ ^ Jwas married to a woman who, 
although being a naturalized U.S citizen, is a Cuban 
immigrant. 
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INTRODUCTION 


The purpose of this publication is to provide an 





Detailing and analysis key FBI counterintelligence 
operations is also afforded. This particular issue is devoted 
to the activities of 


during the 


first six months of 1980. For purposes of brevity, these 
services will henceforth be referred to үс ee 


In the interest of operational and 
administrative security and acknowledging the need-to-know 
principle, information is not set forth in specific, detailed, 
documented form. Some of the material contained herein has 
been obtained from other elements of the United States 
intelligence community, as well as the intelligence services 
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During the initial portion of 1980, relations 
between the United States and the Soviet Union continued to 








deteriorate, largely as a result of the Soviet invasion of 





Within the past year, however, there has been a 
marked decline in Soviet official presence. Due in part to the 
closing of the Soviet Consul General, New York, New York 


(SOVCONY) 
TE p Soviet presence has declined from 1,222 


in June, 1979 to 1,116 in June, 1980. Furthermore, within the 
past year there has been a decrease in Soviet east-west 
exchange visitors to the United States, as well as a marked 
decrease in Soviet merchant shipping docking in U.S. ports. 














Cuban-American relations during the initial portion 
of 1980 have been greatly affected by two central elements--a 
stepped up anti-American propaganda campaign by Cuban leader 
Fidel Castro and the influx of over 125,000 Cuban refugees into 
the United States. A stimulant to Cuban anti-Auerican 
propagandizing has been a perception by Castro that U.S. 
hostility towards Cuba and the Soviet Union is escalating 
dangerously. 


The refugee exodus is the result of economic, 
social, and political pressures that have been building since 
1977. The Cuban economy has stagnated, and the already austere 
standard of living has deteriorated even further. 
Additionally, a rapidly expanding labor force has created a 
labor surplus, and incidences of crime, of poor job 
performance, and of political discontent have been on the 
increase. The exodus will, however, probably result in only 
temporary alleviation of pressures on the Cuban leadership 
since the country's basic economic problems are not being 
addressed and will continue to cause trouble for Castro: 76) 
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er 


In February, 1980, the Government of Canada declared 


Assistant Military Attache 
Persona Non. 


Grata (PNG), because of the Soviet's persistance in abusing 
their diplomatic status by conducting espionage activities. 
Concommitant with the PNG action, the Canadians released a 


statement for the press which detailed the abuses of the 
Soviets: 


"The case involved a citizen of the United States, 
employed in a sensitive position in the U.S.A., who 
was in contact with the Soviet Embassy and tasked to 
obtain information. The R.C.M.P., with the cooperation 
of the FBI, monitored the case and, with the help of 

a U.S. citizen, determined that over a period of some 
sixteen months the Soviets met clandestinely with the 
U.S, citizen, using traditional signal arrangements 
and dead letter boxes, in the Ottawa area, where 
exchanges of information and money took place." 
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INIRODUCTION 


The purpose of this publication is to afford an 


Overview. and analysis of 





ailing and analysis of key EBI comterintelligence opera- 
tions and operational techniques is also afforded. This 
particular issue is devoted to the activities of 





during latter seven months of 1979. For 
purposes of brevity, these services will henceforth be 
referred toas Та 


the interest of operational and administrative security and 
acknowledging the need-to-know principle, information is not 
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During the latter part of 1979, relations between 
the United States and the Union of Soviet Socialist Republics 
were undermined by a number of developments, the most decisive 
of which was, of course, the Soviet invasion of Afghanistan. 
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which was dramatized in the fall of 1979 by publicity 
surrounding the publication of The Fourth Man, by Andrew 
Boyle. This book explores the lives of the infamous Englishmen 
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who spied for the Soviets, Kim Philby, Donald Maclean, Guy 
Burgess, and Anthony Blunt, who were recruited to the Soviet 
cause when they were students at Cambridge University in the 
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As reported in the "Review" of March, 1979, Poland 
was the first among Eastern European nations to attempt a 
special relationship with the United States. Poland has held 
most-favored-nation status (MEN) since 1960, and trade between 
Poland and the United States has increased steadily. 
Unfortunately for Poland, its economic standing in the 
international community has been  undermined by heavy 
indebtedness to the West, including the United States. Polish 
diplomatic efforts in the United States are thus centered 
around fostering trade and, in general, cultivating good ! 
relations between the two nations. In light of Poland's 
positive stance towards the United States, it ‘is 
surprising that 














Ihe current leadership of the People's Republic of 
China has launched a multibillion-dollar program to acquire: 
Western machinery and technology to help modernize their 
nation's primitive industrial base. The program was initiated 
in February of 1978, when Chairman Hua Guofeng announced that, 
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as the initial stage of the modernization plan, 120 major 
industrial projects were to be completed under a ten-year 
(1976-85) economic plan. To achieve the ambitious 
construction and production targets of the plan, massive 
infusions of Western technology and equipment will be 
required. The long-range objective of the program is to propel 
the Chinese economy to "front line" status by the year 2000. 
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There has long been a question over the placement of 
homosexuals in sensitive positions, mainly because it has been’ 
held that homosexuals are particularly vulnerable to 
compromise and recruitment 
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Generally speaking, the homosexuals present an 
opportunity for recruitment that саппоћ be overlooked 


BE [o] e individuel employe’ in a 


sensitive position and discovered to be a homosexual will be 


T closely assessed | Homosexuality may, however, be 
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only one of many factors that are considered. Homosexuality, 
combined with financial distress, drug or alcohol addiction, 
employment dissatisfaction, or marital discord are a few of 
the possibilities that may prove to be a deciding factor in a 
recruitment approach. The posture of the SIS vis-a-vis the 
homosexual was discussed by John Barron in his book, "KGB: The 
Secret Work of the Soviet Secret Agents" (Reader's Digest 
Press, 1974). Barron noted, that "contrary to popular 
supposition, the KGB is not primarily interested in 
homosexuals because of their presumed susceptibility to 
blackmail. In its judgment, homosexuality often is 
accompanied by personality disorders that make the victim 
potentially unstable and vulnerable to adroit manipulation. 
It hunts the particular homosexual who, while more or less a 
functioning member of his society, is nevertheless 
subconsciously at war with it and himself. Compulsively 
driven into tortured relations that never gratify, he cannot 
escape dwareness that he is different. Being different, he 
easily rationalizes that he is not morally bound by the morals, 
values and allegiances that unite others in community or 
society. Moreover, he nurtures a dormant impulse to strike 
back at the society which he feels has conspired to make him a 
secret leper." (0) 
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There have been a number of cases in history of 
[C] = modern- espionage where the recruited ^ ] agent was a Ьб 
homosexual. Perhaps most notable were the 975 
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ree individuals, homosexuality played a pivotal role in the 
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INTRODUCTION 


The purpose of this publication is to afford an 
НЕ overview and -апа1уві6--оҒ- 









ailing and analysis of key FBI counterintelligence opera- 
tions and operational techniques is also afforded. This 
particular issue is devoted to the activities of 





during latter seven months of 1979. For 
purposes of brevity, these services will henceforth be 

} referred to asf ім 
the interest of operational and administrative security and 
acknowledging the need-to-know principle, information is not 
set forth in specific detailed, documented form. Some of the 
material contained herein has been obtained from other 
elements of the United States Intelligence Community, as well 
as the intelligence services of certain friendly foreign 
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During the latter part of 1979, relations between 
the United States and the Union of Soviet Socialist Republics 
were considerably undermined by a number of developments. In 
late August, an incident occurred which sparked enmity between 
the two states. Soon after 
defected in New York City, 
escorted by Soviet officials to a departing Aeroflot flight 
for an immediate trip back to the Soviet Union. Since it was 
not known whether or not was being coerced into leaving 
the United States, the U.S. Government prevented the airliner 
from departing Kennedy International Airport. For three days, 
controversy ensued, until the Soviets allowed American 
officials on board to interview the defector's[ — ] (0) 









U.S.-Soviet relations became further strained when 
it became disclosed that a Soviet combat brigade, made up of 
over 2,000 troops, was stationed in Cuba. The Soviets 
contended that the brigade had been in Cuba since the early 
1960s, and was used strictly for training purposes. ‘The U.S. 
Government differed with this contention, as elucidated by 
President Carter on October 1, "there is a high degree of 
confidence that it is not a unit with a primary purpose of 
training Cubans." The U.S. Government entered into 
negotiations with the Soviets and attained assurances from the 
Soviets, that, among other things, the "tmit in question is a 
training center; that it does nothing more than training, and 
can do nothing more." To help insure Soviet cooperation, the 
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United States took a number of steps, which included an 
increase in surveillances of Cuba and the expansion of 
military maneuvers in the region. (U) 


But, by far the most decisive event to affect U.S.- 


Soviet relations adversely occurred, of course, in late 
December, when upwards of 85,000 Soviet troops poured into 
neighboring Afghanistan, to help consolidate the establishment 


of a pro-Soviet roging пт 






President Carter reacted to the Soviet 


invasion with a number of moves, including the postponement of 
consideration of the Strategic Arms Limitation Treaty (SALT 
11); the halting of grain shipments to the Soviet Union; and 
the consideration of a U.S. boycott of -the 1980 Summer 
Olympics, which are scheduled to be held in Moscow. (0) 
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As reported in the "Summary" of January, 1979, 
Poland was the first among Eastern European nations to attempt 
a special relationship with the United States. Poland has held 
most-favored-nation status (MEN) since 1960, and trade between 
Poland and the United States has increased steadily. 
Unfortunately for Poland, its economic standing in the 
international commmity has been undermined by heavy 
indebtedness to the West, including the United States. Polish 
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diplomatic efforts in the United States are thus centered 
around fostering trade and, in general, cultivating good 
relations between the two nations. 
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V. DEVELOPMENTS IN COUNTERINTELLIGENCE 
OPERATIONS 
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/ Department of Defense. 
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[см SUBJECT: FBI Foreign Counterintelligence [Review ` 
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The Secretary of the Treasury has forwarded the copy of subject 
publication to my office, which is responsible within Treasury for 
liaison with the intelligence community. We have found the publication 
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Office of the Assistant Secretary for Enforcement and Operations. 


I am sure the publication would also be of definite interest to 
the Director of the Secret Service. Because of the physical separation 
of our offices I would very much appreciate your sending a separate 
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I would also suggest that future copies of this and similar dM 
| publications be sent directly to my office in Room 4324, Main Treasury 7 
Building, since it is our responsibility to see that the documents are 
made available to Treasury officials on a need-to-know basis. Е L 
mt A om е 
А И { 
6? ATEO ЧЧ 











FEDERAL BUREAU OF INVESTIGATION 
FOIPA 
DELETED PAGE INFORMATION SHEET 


Ho Duplication Fees ace charged for Deleted Pase Information Sheets). 


Тева! Deleted Pazets} — 357 
Page 1i —bhl 


Page 12 —ki 
Page 16 — bl 
Page 17 — bl 


Page 18 — ht 
Page 20 — kit 


Page 21 — bl 
Page 22 — bl 
Page 23— bl 
Page 24 — ht 
Page 25 — bl 
Page 28 — bl 
Page 28 — bl 


Page 30 — ht 
Page 32 — bl 
Page 33 --b1 
Page 34 ~ bl 
Page 36 — bi 
Page 37 — b1 
Page 39 --b1 
Page 40 ~ bi 
Page 41 ~bt 
Page 42 — bl 
Page 43 -bi 
Page 44 — hi 
Басе 45--Һ1 
Page 446 ~ bl 
Page 47 -- Ъ1 
Page A8 — ht 
Page 49 — bt, УЕ 
Page 50 — bl, Referral/Consuit 


Page 51 —bl 
Page 53 — ht, b7E 
Page 54 — bl 
Page 55 — bl 
Page 56 — bl 


Page 57 —ht 
Page 58 — ht, Referrai/Consuit 


Page 59 — bl 
Page á8 — bl 
Page Gi —bl 
Page 63 —ht 
Page 64 — bt 


Page 65 — bl 


Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Pags 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Pags 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Page 
Fags 
Page 
Pase 
Page 
Page 
Page 
Page 
Page 
Page 
Расе 
Pace 
Page 
Tags 
Pase 
Pase 
Page 
Page 
Page 
Page 


66 — hl 
67 — ki 
63 --b1 
69 — kt 
75 — ht 
9: — bi 
92 — bil 
943 — bl 
54 —b1 
95 ~ ЬІ 
об — bI 
97 - bi 
88 —hbt 
89 — bl 
#80 ~ Бі 
103 — bt 
103 — bt 
in5 —b1 
106 — ЬІ 
10% — ki 
110 — bi 
111 — bi 
112 — bi 
143 ~ bÍ 
114 — bi 
115 Б} 
116 ~ bl 
117 — bi 
118 — bt 
119 —b1 
120 — ЊЕ 
12: — ЊЕ 
122 — ЋЕ 
123 — ЊЕ 
124 — bt 
125 — bi 
126 —bt 
127 — bi 
123 ~ ЊЕ 
129 — bt 
130 — bt 
131 —b1 
132 — ki 
134 — k1 
135 —b1 
136 — bi 
139 — bi 
146 -- БІ, Referral/Consult 


147 — Referral/Consuit 
148 — Referral/Consuit 


1490 — ReferralfConsult 


Page 152 — bli, Referrai/Consuit 
Page 153 ht 

Расе 174 — bi 

Page 175 — bl 

Page 176 — b1 

Page 177 —b1 

Page 178 — hl 

Page 179 — ht 

Page 130 — bl 

Page 18i —bl 

Page 182 — bl 

Page 183 — Duplicate 
Page 184 — Dupkcate 
Page 185 — Duphcate 
Page 188 ~ Duplicate 
Page 188 ~ Dupkcate 
Page 189 ~ Dupkcate 
Page 190 ~ Duphcate 
Page 192 — ht 

Page 193 — ht 

Pags 194 — bi 

Page 195 — ht 

Page 196 — bl 

Page 197 — ЋЕ 

Page 198 — Ьі 

Page 199 — ht 

Page 200 — b1 

Page 201 — bl 

Page 203 — bl 

Page 203 ~ bl 

Page 204 — Bil 

Page 206 — Dupkcate 
Page 207 — Dupkcate 
Page 208 — Duplicate 
Page 209 ~ Duphcate 
Page 210 — Dupbkcate 
Page 211 — Duphcate 
Page 212 — hl 

Page 213 ~ bl 

Page 214 — Dupkcate 
Page 215 ~ Dupkcate 
Page 216 ~ Duplicate 
Page 217 Duphcate 
Page 218 — Dupkcate 
Page 219 — Dupkcate 
Page 220 ~ Duplicate 
Page 221 — Dupkcate 
Page 222 ~ Duplicate 
Page 225 — htl 

Page 226 — htl 

Page 227 ~ bl 


Page 228 ~ Duphkcate 
Page 229 ~ Duphkcate 
Page 230 — Duplicate 
Page 233 ~ Dupkcate 
Page 234 ~ Dupkcate 
Page 235 ~ Duplicate 
Page 236 ~ Duphkcate 
Page 237 ~ Duphkcate 
Page 240 — Dupbcate 
Page 241 ~ Duphcate 
Page 250 — Dupkcate 
Page 253 ~ ReferralfConsult 
Page 259 — tel 

Page 260 — bt 

Page 263 ~ bl 

Page 264 — bl 

Page 265 — bl 

Page 268 ~ bl 

Page 269 — ht 

Page Z71 —ht 

Pags Z74 ~ ЋЕ 

Page 275 — htl 

Page 276 — bl, Referral Direct 
Page 277 — b1 

Page 278 — ki 

Page 279 — +! 

Page 281 — bil 

Page 282 — bl 

Page 283 — bt 

Page 284 — bl 

Page 285 — ht 

Page 286 — h1 

Pags 287 —b1 

Page 288 ~ bl 

Page 389 — bt 

Page 290 — 51 

Page 291 — ht 

Page 292 — ki 

Page 293 — bt 

Page 294 — bl 

Page 295 — bl 

Page 296 — bi 

Page 297 — ht 

Page 288 — hl 

Page 299 - bi 

Page 380 — bt 

Page 381i — bt 

Page 304 -- ВІ 

Page 305 — kl 

Page 306 — kl 

Page 312 — bi 


Page 313 — kl 

Page 314 — bi 

Page 315 ~ bli 

Page 316 — bt 

Page 325 ~ Dupkcate 
Page 329 ~ Duplicate 
Page 334 — ht 

Page 335 — ht 

Page 336 — b1 

Page 337 — bl 

Page 338 — bt 

Page 139 -- ВІ 

Page 341 — ЊЕ 

Page 342 — kl 

Page 343 — b1 

Page 345 ~ Dupkcate 
Page 346 — bl 

Page 347 — bi, Referrai/Consult 
Page 348 — bl 

Page 349 — bil 

Page 350 — bi 

Page 35i — ЊЕ 

Page 353 — bl 

Page 354 —Ъ1 

Page 355 — ki 

Page 356 — Ьі 

Page 357 — b1 

Page 358 — bl 

Page 359 — bt 

Page 360 ~ Ві 

Page 361 — ht 

Page 362 — h1 

Pags 363 — b1 

Page 364 — Dupkcate 
Page 365 ~ Duphcate 
Page 167 — Dupbkcate 
Page 368 ~ Dupkcate 
Page 369 — hl 

Page 370 — bí 

Page 371i — bl 

Page 373 — bl 

Page 373 — b1 

Page 375 — Duphkcate 
Page 376 — ht 

Page 377 ~ Dupkcate 
Page 378 — bl 

Page 379 — bl 

Page 380 — b1 

Page 381i — bl 

Page 384 — hl 

Page 385 ~ bl 


Page 386 — htl 
Page 387 — ЊЕ 
Page 388 ~ bl 
Page 389 — bt 
Page 390 — bt 
Page 391 — bi 
Page 382 — ht 
Page 393 — ht 
Page 3983 — b1 
Page 399 — hl 
Page 400 — bt 
Раше 401 — ЋЕ: 
Page 402 — ЊЕ 
Page 403 ~ Dupkcate 
Page 419 ~ bl 
Page A20 — bt 
Page 421 — bl 
Page 422 — b1 
Page 423 — hl 
Page A24 — ht 
Page 425 — b1 
Page 426 — ht 
Page 430 — bl 
Раге 43: — ЋЕ 
Page 432 — bl 
Page 433 — ht 
Page 434 — b1 
Page 435 — bl 
Page 436 — bt 
Page 437 — b1 
Page 438 — ht 
Page 439 — ht 
Pags 440 - ВІ 
Page 441 — bl 
Page 4A2 — ht 
Page 443 —b1 
Page 444 — ht 
Page 446 — bt 
Page 447 — bil 
Page A48 — bl 
Page A49 — bl 
Page 450 — bl 
Page 451 — ki 
Page A52 — ht 
Page 453 — bl 
Page 454 — bl 
Page 455 — ht 
Page 4635 —b1 
Page 464 — Referral/Consuit 
Page 465 ~ Referral/Consuit 
Page 466 ~ ReferralfConsult 


Page 470 — bt 


Page 476 — Dupkcate 


Расе 488 - bi 
Page 484 — bt 
Page A85 — bl 
Page 486 — b1 
Page 487 — ki 
Page 488 — ht 
Page 429 — bl 
Page 490 — bF 


Page 491i — Dupkcate 
Page 492 — Dupbkcate 
Page 493 — Dupkcate 


Page 494 — bl 
Page 495 — bi 
Page A96 — bi 
Page A97 — bl 
Page 498 — bl 
Page 489 — ht 
Page 5080 — ht 
Page 501 —b1 
Page 502 — k1 
Page 503 — bl 
Page 504 — b1 
Page 505 — ki 
Page 506 —ki 
Page 5827 ~ ЊЕ 
Page 508 — b1 
Page 509 — bt 
Page 510 ~ Ві 
Page 511 — ht 
Page 512 —hl 
Page 513 —b1 
Page 514 — bi 
Page 515 — ЊЕ 
Page 516 — bl 
Раве 517 bl 
Page 519 — ki 
Page 520 — bi 


Page 5231 — bl, Referratl/C'onzuit 
Page 523 — bl, Referratl/C'onsuit 


Page 526 — b1 
Page 527 — ht 
Page 528 — ht 


Pags 
Pase 
Pase 
Page 
Page 
Page 
Page 


530 ~ Duplicate 
531 — Duphcate 
532 ~ Duphcate 
533 ~ Duple ate 
534 — Dupkcate 
535 — Dupkcate 
$36 ~ Duplicate 


Page 
Page 
Page 
Page 
Page 
Page 


Page 


537 — ReferralC consult 
538 — Referral/C onsult 
539 — Referral/C'onsult 
54D — bl, ReferratUC'onsuit 
541 — Duphcate 

542 — Duphlcate 

543 — Dupkcate 


FBI File No. HQ 65-74480 - Section 3 































































































































































і ALL INFORMATION CONTAINED с /, . Жж 
eu є з : HEREIN IS UNCLASSIFIED EXCEPT à : FIS 
~ a WHERE SHOWN OTHERWISE жез Exec АО Айт... 
j uj 2 x Exec AD Inv. 
Memorandum En AD Les 
Y Asst, Dir.: 
YF som 5 == Adm. Sarvs, 
© ғ ВИ Crim. Inv. 
1 214033) —CONFEDENTIAL— ви. 
x re Insp. 
L L Intell : 
To i Mr. E. J. ЗРАЧЕ кар Date 7/25/85 Dr 
ОН, Cong. & 
b6 Public Affs. 
152 - 
Training pe 
Telephone Rm. —— 
jrector's басу „... 
Subject ; ЕБ] FOR INTELL-LGENCE.REV.LEW. VOLUME VOLUME XIS 
OF BT FERBIGh сете сат ANALYSIS 
акар анинин PETE A nn ааай чыш ENTER ыу 2%» IDA GA, rt E NA NAS etes a а 
This communication is classified шботёнбет а "mn 
in its entirety. 
PURPOSE: 


To recommend approval of attached publication 
"FBI Foreign Counterintelligence Review" for dissemination 
to individuals and elements listed on attached dissemination 
list. 


RECOMMENDAT ION: 





That attached publication be approved and disseminated 
externally to individuals and elements listed on ZZ. 


^ 
dissemination list. -- OSs: TULKO P 


Legal Сант сы — 














Off. of Cong 
Director, а сипас Affs, == 
Pxec 2U-Adm. СИННИ EN T 
exec. AD, un. Miu Tua. 72422 3 Auu st} 1985 
Ехос. АОАЈЕЗ ______. 119 р 
| Шындығын алы 
EXEMPTED FROM AUTOMATIC 
atts DECLASSIFICATION 
кезеді f M AE AUTHORITY DERIVED FROM: 
E yi А ЕБІ AUTOMATIC DECLASSIFICATION GUIDE 
Enclosure *ENSLOS! PR ATTAR V EMPTION CODE 25X11) —T MATERIAL ATTACHED 
ПАТЕ 03-28-2011 | 
65-74480 (CONTINUED - OVER) 
Mr. E. J. O'Malle 






1 
1 
1 
1 
1 
1 

















~ я © . > 
he. ` ! а 











-ВӘМЕ+ЭЕКН+АЪ— 
b6 
Memorandum fro to Mr. E. J. O'Malley b7C 
Re: FBI Forei igence Review 
65-74480 
DETAILS: 
The "FBI Foreign Counterinte Ы; 
і 3 is o bl 






Q d 
externally to individuals and elements listed on attached 
dissemination list. Printed copies will be distributed when 
printing process is completed. 


e 








DECLASSIFICATION AUTHORITY DERIVED FROM: 
$ FEI AUTOMATIC DECLASSIFICATION CUIDE 


* DATE 03-28-2011 
mean 


DISSEMINATION LIST 
Assistant to the President 
for National Security Affairs - 1 
Foreign Intelligence Advisory Board - 2 
Department of Justice, The Attorney General - 1; 
Office of Legislative Affairs - 1; Counsel for 


Intelligence Policy - 1 


Department of the Treasury, Director, U.S. Secret 
Service - 1; Special Assistant for National Security - 1 


Department of State, The Secretary of State - 1 

Director, Defense Intelligence Agency - 2 

Assistant Chief of Staff for Intelligence, U.S. Army - 5 

Office of Special Investigations, U.S. Air Force - 5 

Director, Naval Investigative Service, U.S. Navy - 1 

Director of Central Intelligence - 1 

Security Committee /Intelligence Community (IC) Staff - 1 

Chief, Community Counterintelligence Staff/IC Staff - 1 

Central Intelligence Agency, Deputy Director for Operations 
(DDO) - 1; Office of Communications/DDO - 1; 
Policy Coordination Staff/DDO - 2; Chief, Counterintelligence 
(CI) Staff - 1; CI Staff (Publications) - 1; Deputy Director 
for Intelligence (DDI) - 1; Chief, Collection Requirements ; 
and Evaluation Staff/DDI - 2; Director, Office of 


Security - 1; Chief, Security Analysis Group/Office of 
Security - 1 


National Security Agency, Director - 1; M56 - 1; M503 - 1; 
Publication Unit - 1 

















Chief of Naval Operations, Navy Department, Navy Security 
Committee Member - 1 


Department of Energy - 5 
Department of Defense, Director for Counterintelligence 
and Security Policy, Office of the Deputy Under Secretary 


of Defense - 1 


Chief, Security Education Division, Defense Industrial 
Security Institute - 1 


Chief, Security Education Group, Office of Security - 1 


Director, Division of Security, Nuclear R egulatory 
Commission - 1 


Director, Office of Security, General Accounting 
Office - 1 


Director, FBI - 1 


Chairman, House Permanent Select Committee on 
Intelligence - 1 


Chairman, Senate Select Committee on Intelligence ~ ! 


Intelligence and Security Command, U.S. Army - 8 


CO L 











EXEMPTED FROM AUTOMATIC 
DECLASS IFICATION 
AUTHORITY DERIVED FROM: 






































ғо + " ALL INFORMATION CONTAINED 
7 : те Н ІЗ UNCLASSIFIED EXCEFT 



































= ++ 














SHUWN OTHERWISE 




















ЕБІ AUTOMATIC DECLASSIFICATION CUIDE 


EXEMPTION CODE ZE£X(1, €) 
DATE 03-03-2011 


FBI FOREIGN COUNTER INTELLIGENCE REVIEW 
VOLUME XI 


This communication is classified Secret/Orcon' =m its—entirety. 





ea per 
T “й : 
rats г 


uw. m. Jacke 








TABLE OF CONTENTS 


INTRODUCTION 


II. DEVELOPMENTS IN COUNT ER INTELLIGENCE 


OPERATIONS 


Neutralization 












































The purpose of this publication i 


INTRODUCTION 


semiannual basis, an overview a 


Detailing and analysis of key FBI counterintelligence operations is 
also afforded. 


- iii - 





In the interest of operational and administrative 
security and acknowledging the need-to-know principle, information 
is not set forth in specific, detailed documented form. Comments 
and queries regarding this publication are welcome 

addressed to FBIHQ, Intelligence Division, Attention: 

CI-3 Section, B Unit. 
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The expulsion of nearly 150 Soviet officials worldwide in 
1983 was directed primarily at those engaged in S & T intelligence 
collection. Many of those expelled, including two from the 
United States, were KGB Line X officers. These expulsions, even 
when coupled with strained U. S. - Soviet relations, do not appear to 
have had a significant effect on Line X activities in the 
United States. It would seem that there would be a disruptive effect 
upon SIS operations when a KGB officer is forced to depart 
unexpectedly, since it frequently requires several months to arrange 
for a replacement. The FBI has, however, not detected any activity 
which might be construed as compensating for the expulsion of an 
officer. This may be explained in part by the fact that the broad 
S & T requirements can often be satisfied through the acquisition of 
unclassified information. Furthermore, targeted materia! can be 
acquired outside the United States under more favorable operating 
conditions, or inside the United States by Warsaw Pact intelligence 
services. 








Active Measures 
„Live Measures 


During the first week in July, 1984, allegations surfaced 
that the Ku Klux Klan (KKK) had sent a letter to the Olympic 
Committee of Zimbabwe, threatening violence against its Olympic 
teams. Shortly thereafter, similar letters containing threats, racist, 
and derogatory language were received by other African and Asian 
countries. Countries known to have received the letters are Ghana, 
Mali, Cameroon, Senegal, Uganda, Nigeria, Zambia, Zimbabwe, 
Liberia, Sri Lanka, Bangladesh, Hong Kong, Malaysia, South Korea, 
Philippines, Burma, Japan, Singapore, and the People's Republic of 
China (РЕ С), 





Top-level leaders of the different factions of the KKK 
were interviewed by the FBI. They categorically denied any 


knowledge of the letters and pointed out many discrepancies in the 
logo appearing on the letters. 


The words and phrases used in the purported Klan letters 


are not colloquial English and are characteristic of nonnative use of 
the English language. In addition, the timing of the mailing of the 
letters to coincide with the visit of Secretary of State Shultz to 
Malaysia is indicative of a desire to make the most of these 
circumstances for propaganda purposes. During this visit, Tass 
published an article saying that the KKK has "expressed in an 
extremely base manner what the architects of American Policy have 
in their mind." The article said that the Reagan administration "has 
mounted such ferociously anti-socialist activities as has made 
participation of sportsmen from Socialist countries in the Los 
Angeles Olympics impossible." 


ћ 








It is clear that the news release was part of a 
preconceived plan on the part of the Soviets to immediately 
publicize material that would support their decision to boycott the 
Olympics and imply that the letters are in some way connected with 


President R eagan's foreign policy. 





bl 








9 


——SEORTET— 
In | а separate but seemingly related 
espionage matter came to i FBI. Through 


the Central 
Intelligence Agency (CIA), the пое. of Justice (DOJ), and 
then the FBI were a 





information he would supply to the U. S. Gov іс Шера] 
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to insure a continued dialogue. 
This was accomplished by the 








. They were in the form of 
etailed but anonymous depositions whic 


transcribed 
from cassette tapes. 


The depositions were quite detailed but 
frequently rambling in style. Most преп 
one of the depositio 







however, based upo 


California. Thus, the first goal of the FBI 


investigation had been accomplished with the identification of 


Further investigation revealed th 
maintained 














All the pieces of the investigative puzzle seemed to fit. 






For arrest purposes, it was 


flagrante delicto with classified 
material, or at least locate docurnents in his possession. 


now necessary to catch 


The FBI's technical! coverage provided the answer 





problem. 
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In conclusion, U. S. army analysts have described the 


pionage involvement with the 





damage caused b 
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Within a month of the murder, FBI investigations had 
cts all of whom belonged to the 

Further investigation revealed that officers of 

and had tasked 

Bang members to murder i had received 


Eventuall е 2 NN 
Е complicity in the murder plot, all of 


whom were tried and convicted on char 


develo ed five s 









had been in contact wit 









Although the Government denied any 


involvement in the murder of the incident has become a cause 
celebre, and has spurred protests from members of the United States 
Congress and the Chinese-American community. 
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Neutralization of ent b7C 


b7D 






Th investigation also spawned the arrest i| — ] 


| NE of ЖЕ U.S. citizen, on charges of 


espionage, and also led to investigations (some of which are still 
ongoing) of several other individuals. 


The investigation was initiated in 


The period during which he sold the documents 
occurred during the 1970s. The woman reported tha 





served as a conduit through which the documents were passed to the 


LC 


In the course of an interview, the 

















же 


After |_]|departure, the [ерата that the 


During the interview with the FBI, the woman recounted 
other suspicious activities on the part’ of 
Several years ago, while th 
which was similar to that 
used byl [during his visit. Further, during another visit to the 


had given a 


A 
security service of #4 аз then contacted regardin 


and the response of ће _________| елдеа to corroborate the 


woman's allegations. ^ As earl had been 
investigated Бу the suspected  espionage 










activities. From that point on th cooperated in the 


FBI investigation o 
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Tl regarding the 
allegations 9 1] He firmly denied any of the charges 
ООВ жаны. 


| 


Fortuitously, shortly after the interview it was learned 


о оне аа e e 
[| monitoring by the FBI, a meeting was duly 
Г | quite voluble, giving 


arranged. At this rendezvous 


Based upon what was learned in this meeting, it was 
decided to set up a double agent opratin| | 


С] и was further decided to introduce a UCA into the 
operation, The UCA would impersonate a] ] 
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Through the end off Две woman communicated with 
[ ______|Бу тејерћопе, and mentioned to him that she had a 





for the document and departed the 
scene of the meeting, whereupon he was placed under arrest. 


There. were a.number of spinoffs std езе. 


The one which had the most tangible results was the neutralization 


and arrest М |миһогінез 41 |] a U. S. 


citizen and civilian employee of the U. S. military, for supplying 


military documents of 1] awaits trial m[ | 
(ег апа other military personnel who 


allegedly supplied documents o0 admitted being acquainted 
with the ИШ but strongly denied compromising any classified 
data. The fact that | а] was not cooperative with the 
prosecution assured that no further convictions would evolve from 


his arrest. 


The most significant aspect of the case is its degree of 


sophistication, which demonstrated once again the high level of skill 
of which the о are capable. [ | operated, 
almost without detection, in excess of 15 years, and the precise 


number of servicemen compromised by ће Іш probably 
never be known. The modus operandi executed bf | was 
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quite ingenious. Although al |пау seem innocuous, it 


could serve as an excellent setting for spotting, assessing, and 


recruiting agents. like local taverns, oftentimes 
take on the form of a "club-house," where individuals can socialize. 
This is apparently what was to U. S. 







also provided a service that is needed by 






virtually everyone- 


The case also demonstrates the potential security 
problems caused when hundreds of thousands of American troops, 
most poorly paid, are stationed in a foreign setting. It is interesting 


to note that, i ^ Jong career of espionage, few American 
Servicemen reported his activities. 
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United States citizen, was sentenced to 
FBI investigation ha 







espionage purposes 
result of his espionage activities with 


The FBI learned in that sensitive classified 
information concerning the had been 
compromised to теГ | Тһе information was received from a 
confidential source who at that time was a 

(This fact was disclosed in the 
affidavit and subsequent court documents after arrest and 
arraignment; the source has since been 


г] The source also reported that the classified inf rmation 
was furnished to theft 


425282 
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According to the source, the introduction of the 


6 
American was brokered by an individual named] si 11: 


The FBI had previously investigated due to his alleged 
involvement i to the Soviets and Soviet 


Bloc countries. After an extensive investi ation, it was eventually 
4 
decided to proceed with an interview "m On 


was interviewed by the FBI and denied any knowledge of 


involvement in the [to a hostile country. 
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The purpose of this publication is to provi 






bl 
Бе 


рус 





Detailing and analysis of key FBI counterintelligence 
operations is also afforded. In the interest of operational 
and administrative security and acknowledging the need-to-know 
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NOTE: The information contained in this study is current as of 
August 1984, 
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was learned by the news media; 
but in early[ Jan unrelated FBI investigation developed 
information that several pro-PRC Chinese- j 







It is not clear that the Chinese-Americans planned 
this at the behest of Chinese diplomats, but investigation 
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indicated thát some PRC diplomats were at the least aware of 
Government also became involved 
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Since the closure of most Nicaraguan Consulates in 
| June 1983, the NIS appears to be utilizing the Nicaraguan 
| Solidarity groups more extensively, The groups most 
| ` i frequently used are the Committee in Solidarity with the 
| People of El Salvador (CISPES), the National Network in 
Solidarity with the Nicaraguan People, and various local 
groups. The above two groups seem to be specifically designed 
to influence U.s. policy and public opinion on Central 
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America. The National Network in Solidarity with the 
Nicaraguan people is funded in part by contributions from 
approximately 60 local groups, churches, and public 
foundations. CISPES is a federation of approximately 300 
local organizations which support the Salvadoran opposition 
through demonstrations, teach-ins, and publications. They are 
active on university campuses and are supported by individual 


. contributions and foundation grants. 
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Silicon Valley 


The Silicon Valley, an area of high technology in 

Santa Clara County near San Jose, California is of continuing 
interest to There are more 
than 300 firms in this area that have DOD contracts and have 
personnel with. national security clearances and facilities 
approved for maintaining national security classified 
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information. These manufacturers produce a large portion of 
American high-tech material, such as semi-conductors, guided 
missiles and space vehicles. They also produce engineering 
and scientific equipment and surgical ànd medical instruments. 


major at could also target 


major military facilities located near the Silicon Valley 
area, Such facilities include Moffett Field: Naval Air Station 
{anti-submarine warfare regional center), U.S. Air Force 
Facility, Sunnyvale (satellite servicing: center}, Defense. 
| Language Institute (900 падащ Training Center), etc, 


Also located nearby are research and/or кан 
institutions involved in classified or highly technical 
studies. Such institutions include Stanford University, 
Stanford Linear Accelerator Center, NASA-Ames Research Center 
and the Monterey Institute for International Studies. 
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DEVELOPMENTS IN COUNTER INTELLIGENCE 





* 


EXPULSIONS OF SOVIETS 





According to public accounts, host governments have 
expelled at least 135 Soviet officials for inappropriate 
activities during 1983, a sharp increase from 49 in 1982 and 27 
in 1981. Most were expelled from countries (United States, 
France, Italy, Ireland, Japan, Canada, Thailand, Great 
Britain, West Germany, Norway, and Spain) for engaging in 
‘traditional forms of espionage. Others were expelled for 
active measures operations involving the West European 
antinuclear movement (Switzerland, West Germany). Because 
many governments prefer not to publicize such expulsions, the 
total number of expellees may be higher than the public record 
would indicate. 


During the past year or so, eight Soviet officials 
were expelled from the United States for attempting to acquire 
classified information, A brief synopsis of these cases is 
presented below: 





y Agents as he met with a U.S. citizen who had 


access to information i 
‚ who was 


attempting to obtain classified information, voluntarily 


departed the United States of after a protest 


by the U.S. Government. 
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While assigned as 
retrieved a package from a dead drop 


in a rural area of He was 


detained by the FBI. The package was recovered and found to 
contain photographs of classified U.S. Covernment do S. 
He was expelled by the State Department 4 


While assigned to the 











initiated an approach to 
and attempted to secure a 
highly classified document. He was expelled by the State 


Was assigned as Г | 
was the primary 
handling officer of a U.S. citizen passin classifi 
documents to the Soviets кыр! 
[ —— ]was quietiy recat1ed afterf  — | who 
serviced a drop in this operation, was confronted by the FBI. 
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as he met with an 








bë 
bic 








О 
SERET- 
Бе 
FBI asset in a restaurant parking lot ms р7с 
The asset was in the process of delivering a classified 
p 


was declared PNG. 
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White assigned as[__ |) 
initiated contact wit] | 


and asked this individual to obtain specific 


classified/restricted military-related documents. L þe | 
wit obtained the required documents and was 


confronted by FBI Agents. The documents were retrieved and 


L— Was expelled by the State Department of | 
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While assigned as 
as observed by 
the FBI removing material from a Clandestine dead drop as part 
of a Soviet intelligence operation. He was expelled by the 
State Department on 


he FBY interdicted a clandestine 


being handled b 
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Residency in New York, ietly departed the 
United States for Moscow on [p before any formal 
PNG action could be taken against him. While the Soviet 
Enbassy in Washington, D.C., has been orally informed that 

activities in the United States were considered by 
the U.S. Covernment to be incompatible with his diplomatic 


position, there has been no publicity given to this incident to 
date, 
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An individual assigned to the U.S. Navy a 

had contacted the SMO, in Washington, D.C. оп 

and twice again on the afternoon of 

He indicated that he possessed a security 

Clearance and had access to highly classified material, and 

wanted to arrange the transfer of that material to the Soviets. 

Due to the fact that] наз in the U.S. Navy, liaison was 

immediately established between the FBI and the Naval 
Investigative Service (NIS). 


Investigation ascertained cd аз employed 
as an in the U.S. Navy, 
with the 


a "Top Secret" clearance and extensive access to sensitive 
compartmented information concerning 


It was next decided to approach{ wien a 
operation, in an attempt to determine precisely 
how determined he was to sell classified data. 
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was taken into administrative custody by NIS. 
In a general court martial that fo 





After the court 





During extensive interviews conducted by the FBI 
and NIS, — admitted that he had contacted the Soviets with 
the objective of obtaining money, Не fully intended to sell 
highly classified, sensitive, compartmented information to the 
Soviets, and had considered defecting to the Soviet Union as 


early as also admitted that he had 
considere 


A polygraph examination of 














THE ARREST OF AN 


On | 
was arrested by 
the FBI and indicted on charges of e 


















in the United States. 


The operation began in earl 





had previously been spotted 
and assessed in a classic recruitment scenario, 


encourage ^ ^ ^ ^ ^^ ^^^]to obtain employment with a 


firm which held contracts with the DOD. Instead, the American 


obtained employment wit 
continued to task the 


American to obtain unclassified documents. 


Referral /Consult 



























American passed classified 0.5. nt documents to 


56 
these documents. 7C 


mM [tesked the American to 


provide classified documents on the subject of 
During the next meeting at 
restaurant, the American student passed 




















pon exiting the restaurant, Was arrested and 
subsequently indicted on charges of espionage. 
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The damage assessment of thd ^ ]atfeir has not 
been fully determined. It is clear, however, that” ]was 
passing classified documents concerning national 
security and foreign affairs to the КСВ. 
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Another key development is that since January, 1983, 
a total of about 70 Soviet officials. (including 47 from France) 
have been expelled from countries of the industrial West, as 
well as, one from Japan—the first time a Soviet had been 
expelled from that country for espionage since World War тт. 
Multiple, seemingly coordinated expulsions will perhaps compel 
the Soviets to be. less aggressive in their intelligence 
activities. In the case of the United States, this: will 
perhaps apply to. S&T collection and active measures (see 
Section IV for more information on expulsions). Based on past: 
| experience, we would expect Soviet intelligehce officers to 
exercise caution in continuing intelligence related contacts 
and to institute Selective counterintelligence and Security 
measures to test their sources and developmental contacts. It 
is expected that Soviet intelligence officers will resume 
their aggressivé collection activities with little change in 
their methods once the current expulsion issue cools. 


















Th also saw the culmination of an 
operation that resulted in the neutralization of an individual 
who could have been developed into a useful agent by the 
Soviets. The case was initiated when an individual. was 
detectéd making contact with. the Soviet Milita 
Washington, D. C. 









ry Office (SMO), 
The individual indicated that-he had access 
to highly classified data he WaS willing to sell to the 
Soviets, 









Investigation identified the potential agent as 

a member of the United States Navy who 

did in fact have access to sensitive information. 
eventually  apprehended 







was 
(before Passing any data to the 
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Soviets) and in 


unauthorized contact with the Soviets. The case is very much 


similar to the recent case imalving | 


(see the last issue of the “Review;" a more detailed account of 
ше сазе will be included in Volume X of the "Review"). 
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During the past year a significant number of 


counterintelligence actions were initiated agains | 


some of which involved the expulsion of 105. They are as 
follows: У 


Counterintelligence Actions _ bl per FBI 
Soviet Intelligence Services 
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The purpose of this publication is to provide, on a 
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semiannual basi 
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Detailing and analysis of key FBI 
counterintelligence operations is also afforded. In the 
interest of operational and administrative security and 
acknowledging the need-to-know principle, information is not 
set forth in specific, detailed documented form. Comments and 
queries regarding this publication are welcome and may be 


addressed to FBIHQ, Intelligence Division, Attention: 
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Another key development is that since January, 1983, 
a total of about 70 Soviet officials have been expelled from 
countries of the industrial West, including one from Japan-- 
tle first time a Soviet had been expelled from that country for 
espionage since World War II. Multiple, seemingly coordinated 
expulsions should send the Soviets a clear message that their 
intelligence activities have exceeded acceptable levels, In 
the case of the United States, this message applies to S & T 
collection and active measures (see Section IV for information 
on this topic). Based on past experience,. we would expect 
Soviet intelligence officers to exercise caution in continuing.. 
intelligence related contacts and to institute selective 
counterintelligence and security measures to test their 
sources and developmental contacts, It is expected that- 
Soviet intelligence officers will resume their aggressive 
collection activities with little change in their methods once 
tle current expulsion issue cools. 
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In early 1983, officials at the U. S. Department of 
State (USDS) formally protested the type of activity described 
above to a senior official at the PRC Embassy. In a separate 
incident, USDS officials also protested the activities of a 
San Francisco Consuiate official (see Section IV for more on 
this topic). | 











was sentenced tif (see Section Iv). As a bie 


result of this incident, the FBI anticipates that udo jun 
revert to its practice of avoiding meets in the United States. 
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Two known CuIS 105 were expelled for their 
involvement in clandestine intelligence activity (see Section 
IV). In addition, the U. S. Department of State has recently 
imposed a 25 mile travel restriction on official Cuban 
representatives assigned in New York City. It is speculated 
that such a move will force Cubans to arrange for more 
clandestine meets in New York City. 
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GOC involvement in narcotics trafficking has enjoyed 
tremendous media attention in recent months. Various 
allegations have surfaced which indicate that the GOC has 
provided safe haven in Cuba to narcotics traffickers in 
exchange for a service charge and to some extent, tle support 
of guerrilla insurgency in Latin America. 


In examining the. available information/allegations 
regardin g the likelihood that the сос is involved in narcotics 
trafficking, it must be said that there are ample motivations 
for the GOC to become involved: a desire to support insurgency 
in South and Central America; a dire need to obtain hard 
currency to offset economic woes; and possibly an attempt to 
subvert U. S. society by making narcotics more readily 
available. 


Various reporting suggests that the GOC is certainly 
capable and willing to engage in illicit narcotics 
trafficking; however, the bulk of reporting regarding the GOC 
role stems from individuals Closely associated with one 
particular case and does not further establish a widespread 
Cuban involvement. 


Alt hough many dr ug-traffickers in the Miami area are 
of Cuban extraction evidence is not available to indicate t hat 
tlese individuals are operating in concert with the GOC. 
Investigations are continuing regarding certain individuals 
who have been implicated as part of the Cuban 1 
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In thé overview, we can speculate that the GOC has eg 
participated in and benefited fron: narcotics. «trafficking 
throughout tle Caribbean. "Considering the proximity of Cuba 

to tle United States, the increasing -volume of narcotics 

activity in the Caribbean, and the potential benefits to the 

GOC from its participation, it appears feasible and likely 

that tie 00615 involvement will continue. 
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policy posture maintained by the United States vis-a-vis 
Poland. Finally, there has been some very recent targeting 
related to Poland's ongoing financial crisis. Efforts have 
been made in Washington and New York City to determine 
American views regarding the ability of Poland to meet its 
massive debts. 
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been tasked by the PRC to collect material in the 
United States. To facilitate the collection of the targeted 
material, the individual was instructed to establish a number 
of projects. Initial funding for the projects, which came from 
the PRC Government, amounted to $250,000. 


In providing guidance to the leadership of the 
various projects, the PRCIS established a conduit for 
communications. Investigation revealed, however, that the 
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however, the agent, perhaps "spooked," tore up the note and 
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Considering the level of sensitivity of material 
being compromised, it was decided to interview the agent and 
either recruit him or eliminate his access to classified data. 
Thus, the subject was interviewed and, initially, denied any 
knowledge of espionage activities. But he soon ended his 
attempts at denial. He acknowledged that the FBI had done a 
professional job in uncovering his activities, but refused to 
put forth a formal confession. Shortly thereafter, he 


~~ yoluntarily resigned from his position. ~ 


Shortly after this. confrontation, it was also 
decided to interview another individual who conceivably had 
knowledge of the agent's espionage activities. After an 
initial period of deception, the individual, who is a native- 
born Chinese, made several admissions. Besides admitting that 
he had arranged for the agent to meet with PRC representatives, 
he also stated that he had received information from the agent 
and had delivered it to a PRCIS operative in Washington, D.C. 
Shortly after this delivery, the Chinese traveled to the PRC 
and met with PRCIS officers, who praised the quality of 
information passed by the agent and gave him the list 


_ containing the questions for passage tothe agent. {ӘС 





Aside from these cursory admissions, the subject 
refused to supply the FBI with any further information and 
would not agree to testify against the agent. Due to this 
uncooperativeness, measures were taken to force his permanent 
departure from the United States. 


As for the PRCIS agent, he is now employed elsewhere 
and no longer has access to classified data. At this point, 
one thing is certain--the PRCIS, in a classic espionage 
operation, was able to obtain significant data of great value 
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V. DEVELOPMENTS IN COUNTERINTELLIGENCE OPERATIONS 


Neutralization of а [дзеле Operation Ж 
of | an FBI investigation, which lasted 


well over two years, culminated whe 

year old employee of the 

was interviewed by Special Agents (SAs) of the Los Angeles 
Field Office. After a lengthy period of verbal maneuvering, 








appeared to be, conceivably, an intelligence meet. ~ 


during име | was confronted with the fact that the FBI had 
determined that the] Employee was a recruited agent of the 


Thus ended a 
counterintelligence operation which resulted in the 
neutralization of what had been, for the = a highly 


~~ productive: recruitment... SX" 


The case was initiated when information was 
developed that the had perhaps recruited as an agent an 








the subject revealed him making contact wit in what 


"After a period of unproductive investigation 
however, it was decided to survey the neighborhood to 
determine if any other likely suspect could be uncovered. 
Since surveillances of had not disclosed much hard 
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evidence of the principal engaging in clandestine meetings 
within the United States, it was also decided to determine 





Detailed examination of neighborhood 
quickly disclosed that 
with pertinent access to classified information, lived within 
м вам о 
Europe at roughly the same time that thd þperative was on a 
similar trip. 


Mess пее Needless to 
say, now became the prime suspect in the case. 
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Subsequent investigation of revealed that he 
held a position at 
[ —— Jhe therefore had excellent access to 
classified data. It was also discovered {һа ] had made 
| several trips to Western Europe, conceivably to be debriefed 
| by his| — handiers. After another trip to Europe id ^ ] 
it was decided to attempt to bring the case to a 
7 eenclusion by- confronting — jim an interview. XK 





In developing a strategy for the confrontation, it 
was decided to approach| | initially along the lines of a 
standard contact case interview, with the interviewing Agents 
questioning the suspect about the activities of 
was quite open about his 
knowledge o giving information about the 
personal habits, etc. But, as the interview evolved, the 
Agents gradually shifted the focus of the interview d ] 
with particular attention being directed t| |] overseas 
travel. 


[___]was then shown surveillance photos of him taken 
in the lobby of a hotel; the photos showed mn standing 
alongside an unidentified individual. on seeing the photos 





then appeared to shift 
(U] — into-a-mood-of-deep-conscience searching. Ys 


The interviewing SAs then changed the direction of 
the interview by broaching the details regarding the defection 
of a highly placed officer and the "shocking" revelations 
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ће паде to the FBI. 
but then said, 


greeted this initially with silence, 









was then apprised of right to 
counsel, whereupon he paused and reflected for roughly two 
minutes. It was at this point таў | admitted that he had 
done it "for the money." At the conclusion of the interview he 
signed a statement acknowledging his complicity in acts of 
espionage. Being a commercial representative 





incriminating statement, the was arrested by SAs of the 
Los Angeles Field Office. | 


In subsequent debriefings, || disclosed the full 
details of his dealings wit had developed a 
social relationship wit 
In the course of this relationship 
that he was having financial difficulties. 
financial assistance t — jin return fo 
jumped at the offer, initially supplying th 
unclassified documents, realized, however, that even by 
supplying [ |] with unclassified documents, he had 
compromised himself and eventually the [ would request 


classified material. Inevitably, did begin to 
request classified material, and s only too capable of 







satisfyin equirements (see Section II of this issue for 


a detailed recounting of the information supplied to 
was paid well for his services: in the 
received approximatel 












course of the 


2554 


— праана 

















iU 





—SEERET— 


Initially, [ ^ ^ 7] met with [ | in the 
United States, and supplied the agent with| |] 








Prom a counterintelligence perspective, a most 
difficult aspect of the case was establishing the identity of 
the agent. The individual originally investigated was, in 
several ways, a very plausible subject, and hence, some 
valuable time was expended unproductively. [modus operandi 
in the case, i.e., executing intelligence meetings in Europe, 
also made identification of the agent difficult. The fact that 
thd began to execute intelligence meetings overseas meant 
that surveillance of would not have uncovered the 


agent. За 


In relation to] [nodus operandi in the operation, 
the use of trade as an intelligence cover is by no means 
without precedence. But [ ] is in many ways quite 
unique. Usually, an IO operating out of a trade establishment 
can be identified since he is one of the more unproductive 
members of the staff. made the 





Achievements of this 





IO. When one takes into 
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Regarding the overall impact of the case, the 
response of officials to the arrest and conviction will 
probably serve to undermine morale within th i 
the arrest of 











The vision of a loyal 10, one who had performed a 
great service to the [m state in recruiting a highly 


qu Valuable agent,[ | cannot help having 


a sobering effect upon |  |personel. | 
Secondly, the damage assessment which the [ 

forced to undertake as a result of various defections has been 

made more difficult by the neutralization o 

The [эл now have to attempt to determine which 

defector developed by the FBI within the past few years was 

responsible for the compromise of the p 
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Finally, perhaps the most significant aspect of the po 
case is Mia. it helps to demonstrate а 











As yet, it is difficult to determine what impact the 
defection has had on td | diplomatic corps or upo 
operations. Due to an internal security crackdown imposed 
upon the official community in the United States, 

ersonnel have been close-mouthed about such sensitive 
topics. One thing, however, is certain--the defection of such 
a prominent official is strong evidence of the deep malaise 


(Ul  —" imfecting & іа ратіеь -dislomatic and intelligence corps. - 
105-36612 y C1-2 Supervisor 
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Re: Foreign Counterintelligence (FCI) Review 


DETAILS: 


The attached report was prepared by the CI-3A Unit with 
| considerable input from the CI-3B Unit. It was coordinated with 
both the СІ-1 а 
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Detailing and analysis of key FBI counterintelligence 
operations is also afforded. 


The FCI Summary and FCI Review have heretofore been 
disseminated to FBI field offices and appropriate members of the 
U.S. Intelligence Community, respectively. An examination of 
previous issues, however, indicates such a close similarity 
between the two as to essentially constitute a duplication of 
effort which necessarily entails a waste of manpower and 
resources. 


Therefore, it is recommended that only one publication 
be produced, entitled the FCI Review, and that this publication 
be disseminated to both FBI field offices and the 
U.S. Intelligence Community. 
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interest of operational and administrative security and acknowl- 
edging the need-to-know principle, information is not set forth 
in specific, detailed documented form. Comments and сане 
regarding this publication are welcome a 
{IJ} FBIHO, Intelligence Division, Attention:- 







NOTE: The information contained in this study is current as of 
January 1, 1988, unless otherwise stated. 
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During September and October, 1986, the U.S. Government 
expelled 80 Soviet officials, the overwhelming majority of whom 
were known or suspected intelligence officers (IOs) and coopted 
agents. The expulsions represented an unprecedented punitive 
action by the U.S. Government and an extraordinary opportunity, 
from a counterintelligence perspective, to regulate the Soviet 
intelligence presence in the United States. 


The September, 1986 expulsion of 25 officials 
from the Soviet Mission to the United Nations (SMUN) in 
New York resulted from Soviet failure to comply with the 
phased reduction of SMUN, Ukrainian, and Byelorussian Missions 
to the United Nations (UMUN and BMJN) personnel ordered 
by the U.S. Government in March, 1986, in response to rising 
national security concerns over the disproportionately large 
Soviet presence in New York and the concomitant increase 
in espionage activity. Based on recommendations from the 
FBI, the U.S. Government selected IOs or coopted agents 
to depart the United States in accordance with the schedule 
for the phased reduction in personnel. 


The mass expulsion of the Soviet Intelligence 
Services (SIS) operatives has had a tremendously disruptive 
impact on Soviet intelligence operations in the United States. 
Soviet capabilities to mount effective intelligence operations 
were further diminished by the deliberate ouster of many ' 
experienced operations officers, operations support personnel, 
and all en poste officers serving in leadership positions. 
Soviet intelligence ceprations have undoubtedly suffered 
without the benefit of experienced operatives and the guidance 

afforded staff.personnel by veteran officers. 

















On March 4, 1987, Jonathan Pollard, a former 
counterintelligence analyst at the Naval Intelligence Support Center 
(NISC), Suitland, Maryland, was sentenced to life imprisonment.  Pollard's 
wife, Anne Louise Henderson-Pollard, received a sentence of two concurrent 
five-year terms. The Pollards' convictions and subsequent sentencings 
stemmed from Jonathan Pollard's passage of classified material to the 
Government of Israel over a one-and-one-half year period beginning in 
June 1984. 
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recent Case, 





acting as a courier for was interdicted 
at Los Angeles International Ai s Angeles, California be 
by U.S. Customs Services agents. was placed under bic 


arrest after a search of[  ]1uggage revealed three boxes 
containing documents r i 

of activities, 

departed the United States prior to being declared personna non grata 
by the United States Department of State. 
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on charges of espionage. In an agreement 


brokered at the highest levels of both 


returned to the Soviet Union on 
one day afte was released from confinement in 
Moscow. The incident clearly emplified the extent to which 
the Soviets will act in order to secure the release of an 





intelligence officer not protected by diplomatic immunity 
as well as the dilimma faced by the United States when contemplating 
measures to counter the threat posed by such officers. 
in addition to woxing freleace, the arrest of 
was almost certainly designed to warn the United States 
© e consequences of such countermeasures. 
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and as 1 
they could talk. Subsequently, vised that he 
had been meeting with Soviet intelligence since late 
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in Chicago, Illinois. 











was transferred to the 
met approximately 


and continued to provide classified information. 


over to his 
has been identified as 
a known KGB Line KR officer. 





An agreement was. reached with 
reduce his sentence by five years in exchange for his complete 
cocperation. 


During the debriefing, 





allegedly told[ | 
that he was mad at "the system" and was "paying them back 
in his own way." 
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some aside, ге for transmittal to the Soviets. 

apparently confided in[ |] and "admitted that 
he was in a bad situation with the Russians and they were 
forcing him to do it."  Accordin 
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WECRET/NOPORNOREON— 


INTRODUCTION 


The purpose of this publication is to provide, on 
a semi-annual basis, an overview and analysis o 





Detailing and analysis of key FBI counterintelligence 


operations is also afforded. In the interest of opera- 
tional and administrative security and acknowledging the 
need-to-know principle, information is not set forth in 


. Specific, detailed documented form. Comments and queries 


regarding this publication are welcome and may be addressed 
to FBIHQO, Intelligence Division, Attention: EE 


-CI-3B.«—( 


NOTE: The information contained in this study is current 
as of November 1, 1986, unless otherwise stated. 


bi 








In the United 
States, the Communist Party, U.S.A. (CPUSA), and its front 
groups have been directed to undertake Operations to 


influence the activities of independent peace 
organizations. One objective of the Soviet campaign is to 
influence United States and European peace and disarmament 
organizations to focus only on the American SDI program, 
while ignoring Soviet strategic defense programs. 


A campaign centered around the U.S./USSR People's 
Peace Treaty (PPT) is one of the more recent Soviet efforts 
to influence the American public opinion in favor of 
current Soviet foreign policy priorities and to exert 
pressure on U.S. Government officials. to effect changes 
that are favorable to Moscow. This active measures 
campaign is designed to stimulate the collection of 
millions of signatures on a bilingual petition addressed to 


“SECRELANOPORN ORC ON - 
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the President of the United States, the General Secretary 
of the USSR, and the Secretary General of the United 
Nations. The petition was adopted and Signed August 8, 
1986, by a joint U.S./USSR delegation. The signature 
gathering part of the PPT will last for a year in both the 
United States and the Soviet Union. 


The stated aim of the  PPT campaign is to 
"influence the negotiations in Geneva to Speedy and 
substantial arms reductions," along the lines proposed by 
the Soviet Union. The principal control and direction for 
this program comes from the Soviet Committee for the 


Defense of Peace in Moscow. 















Reliable sources indicate that 
previously 
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arrest resulted in a public exposure 





The arrest was significant because it 
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рус 
of Да Federal Grand Jury in the 


District of Columbia returned a  two-count indictment 


charging 











| -RETA/NUFURRZURCUN— b6 


| |_____________ ко «не second part of the 


indictment and was subsequently sentenced to 


[Jin prison. 


indictment was the result of an FBI 


b7C 

















ёх bl 
Approximately 30 minutes later, а black male 


wearing a maroon jacket and carrying a briefcase arrived at 
if 1] He left a half hour later. 


(During a subsequent interview 





he stated that he visited another Soviet 
establishment, believed to be the Soviet Embassy, on 


| at which time he provided the Soviets 


with 15 more pages of a document.) 











Investigation revealed that was 
an employee of 


1 

AAA 7 which Secret and Top Secret 
information relating to the national security was provided 
to Congress. Ben access to this material, 


On 


ро 
b7C 


an undercover Special Agent b7E 








this point, was arrested. 


It is significant to note that |. is a 
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confirmed with a long history of drug-related 


problems. 


When he was arrested for espionage, it was 
determined that he was pressed by a need for money as a 
result of his continued drug use. Among the spate of 
esplonage prosecutions that have occurred in the past few 
years, substance abuse played an important role in three 






other cases: 
et al. 


guilty of espionage charges, including the attempt to pass 
classified information to a foreign government, 


The following day, 
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Detailing and analysis of key FBI counterintelligence 
operations is also afforded. 


The Foreign Counterintelligence Review is published 
on a semi-annual basis. 
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INTRODUCTION 


The purpose of this publication is to provide, on à 
semi-annual basis, an overview and analysis of 


Detailing and analysis of key FBI counterintelligence 


operations is also afforded. In the interest of operational 
and administrative security and acknowledging the need-to-know 
principle, information is not set forth in specific, detailed 


documented form. Comments and queries regarding this 
publication are welcome and may be addressed to FBIHQ, 
Intelligence Division; At tention sf LL. UC 


NOTE: The information contained in this study is current as of 
December 1, 1985, unless otherwise stated. 
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The Geneva Summit in November, 1985 was the target 
of an aggressive Soviet active measures campaign conducted by 
the Communist Party, United States of America (CPUSA) and its 
front organizations. In response to  CPUSA national 
directives, local CPUSA chapters initiated several programs: 


- telephone calling program and letter writing 
campaigns to various Congressmen. . 


~ distribution of literature and petitions on 
topics such as nuclear test bans and "Star 
Wars". 


- attempts to influence and mobilize a broad 
movement within church groups, unions and 
civic organizations to end the arms race. 


- publication of a special issue of The Daily 
World covering the Geneva Summit. 
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The most recent example of this cooperation was seen 
espionage case. 
had provided the PIS with classified documents 
relating (о Ве [И 
HE 
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The main thrust of the Romanian effort 15 


penetration of the emigre community in attempts to influence 
opinions. Additionally, there is a real concern by the 
Ceausescu regime toward the Hungarian emigre community and its 
emphasis on human rights violations against the Hungarian 
minority in Romania. | 
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II. DEVELOPMENTS IN COUNTERINTELLIGENCE 
EXPULSIONS/EXCLUSIONS 


According to recent information, host governments iu 

Africa, Europe and Asia/Pacific expelled a total of 57 Soviets 

for espionage in 1985. No expulsions were reported in the 

Middle East or in the Western Hemisphere; however, this is due 

more to the preference by governments not to publicize such 

_ expulsion actions rather than a lack of expulsions. In spite 

of the quiet expulsions, this number is still higher than the 
1984 figure of 19. 


[ І 







Washington, 











D.C., was 
United States o 
active IO. 

[ Деве killing of Major Arthur Nicholson. Nicholson, 
a member of the U.S. Military Liaison Mission in East Germany, 
was shot on March 24, 1985, by a Soviet sentry. Nicholson was 
observing a Soviet military installation at the time of the 
shooting. The official Soviet statement issued by the Soviet 
Embassy in Washington, D.C., said the sentry was acting in 
strict conformity with the military manual against an "unknown 
intruder." The statement also said that Nicholson did not 
comply with the sentry's warnings. 


arrived in the 
and had become a rather 
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departed the United States o 
as a result of his participation in the 


espionage case. [Таа in the United States on 





b6 


in Washington, D.C. 






Оп was seen in the area where 


(ра dropped a bag filled with classified documents 
which resulted шШ rest. [№ subsequently 


recalled to the Soviet Union. 


Referral/Direct 
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Expulsion of a Cuban IO 


b1 
un During-1985; sete sk 2 
PNG action against b7C 











at the Cuban Interests Section in Washington, D.C. Based upon 








Contributing factors to the PNG action were two 





separate 


On the two occasions, the first involvin 


С ра the second 


to remove several 





from a Washington 












Protests over these two incidents were lodged 
with the Cuban Government which chose to ignore an informal 


recommendation that permanently depart the United 
States on 


Shortly after the second incident, 
travelled to Albuquerque, New Mexico 
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COUNTERINTELLIGENCE CASES 





ші contacted the 
Boston Division of the FBI and said а 


was committing espionage by selling secrets to 
the Soviet Union. [  ] ai1eged that | had been 


engaged in this activity for: approximately C] years, 
4. 


was continuing to commit espionage by using people he 
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о 


о с 


During the week of Г | ЕВІ 1еагпей 


that as planning to travel over the weekend of] |] 
2. and Washington Field Divisions of the 
FBI were mobilized in the event са] ________| егауејед to 
Washington, D.C. of] FBI Agents observed[ __| 
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He proceeded to a remote area in d 
stopped 


at a certain intersectio 







A search of the drop 
area resulted in the recovery of a paper shopping bag near a 
tree. The bag was partially filled with pieces of trash to 
conceal a carefully wrapped manila envelope sealed with 


masking tape. The envelope contained approximately | | 
classified and unclassified documents. 


o | at approximately 3:30 a.m., 
[was arrested in the 


[ 1 Maryland and charged with espionage by Special 
Agents of the FBI. 


During the surveillance 





was later 


identified as the driver of the vehicle. [______|ађгирелу 
departed the U.S. several days later. 


An examination of the documents recovered at the 
drop site revealed that the majorit 







at the time. In addition to the 
documents recovered at the drop site, there were 


to his Soviet handler addressed, "Dear | 
Friend". In the | 





and provided his Soviet handler with status 


—SEERBT-NOFORN-ORCON— 
gd as 





—SECRET=NOFORN=OREON— 


reports and assessment information concerning each. 
Subsequent investigation and analysis resulted in the 
identification of all 







was later determined tha but based on 
investigation, it was determined that he was not involved in 


espionage activity. was identical tof 1] 


and 


of ]was detained for 








md Upon arrival, he was arrested by the FBI for espionage. 
In a subsequent statement he confessed to committing 
espionage. In short, he advised that i 





In a series of interviews with he 
admitted that on a number of occasions ың аңға” һе 
delivered classified and unclassified documents to his 
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[  ]advisea that [as making "big bucks" by 
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Following the arrest of the FBI 
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The search resulted in the recovery of numerous documents and 


papers of evidentiary value. Most significant, however, were 


the following: 









He also 
traveled to for face-to-face meetings 
with Soviet IOs. received money and instructions from 
the drops within the United States and at the meetings outside 












the United States. FBI analysis reveals that would meet 
[ |] shortly before his contacts with Soviet 
intelligence. | 
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